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Introduction

Microsoft 365 and Entra ID function as both
the operational core and security foundation
of today's enterprises. Seamlessly integrated,
Microsoft 365 propels productivity through its
comprehensive suite of applications, while
Entra ID orchestrates identity management,
controls access privileges, and maintains trust
across every digital interaction point.

However, attackers have evolved. Modern
ransomware explicitly targets SaaS ecosystems —
especially Microsoft 365 — by exploiting shared
responsibility gaps, misconfigured access, and
identity misuse. According to Cybersecurity
Ventures, global ransomware damage costs are
predicted to exceed $275 billion annually by 2031.

When these essential systems fail, the impact
is both immediate and extensive:

« Organizations hemorrhage approximately

$88,000 for each hour of operational disruption.

« Hard-earned customer and partner confidence
erodes rapidly.

» GDPR and similar regulatory violations can
trigger penalties in the millions, alongside
protracted legal challenges.

Perhaps most alarming is the fact that while
ransomware grows increasingly sophisticated,
significant data compromises frequently stem
from routine human error rather than advanced
attacks. Organizations have lost hundreds of
millions of dollars through simple misclicks,
overlooked permission settings, or inadequately
configured sharing protocols — any of which can
cascade into full-scale breaches, with remediation
processes that often remain conceptually complex
for many leaders.

Microsoft 365 and Entra ID environments continue
to represent high-value, high-risk targets. In fact,
some studies now suggest that SaaS systems
represent more than half of all ransomware
attacks. Without consistent reinforcement and
integrated protection strategies, these systems
remain inherently vulnerable. Organizational
resilience isn't guaranteed by technical robustness
alone, nor by widespread adoption; rather, it
emerges from methodical preparation, strategic
clarity, and ultimately, by your capacity to
effectively recover.

With this in mind, we have compiled 10 core
strategies to improve data resilience across
Microsoft 365 and Entra ID, focusing on practical,
technical controls that reduce exposure and
enable rapid response.

$88,000/h

in operational losses when critical
systems like Microsoft 365 and
Entra ID go down.

50%*
(o]
of ransomware attacks now

target SaaS systems — especially
the Microsoft ecosystem.

1 click

is all it takes: human error still drives
costly, large-scale security breaches.
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10 Steps for Cyber Resilience

@ 1. Multi-factor Authentication

Multi-factor authentication (MFA) is a critical
security measure that demands users provide
two or more verification factors before
accessing digital resources. Within identity-
centric frameworks like Entra ID, where

a single compromised credential can unlock
everything from communication channels
to core infrastructure, MFA establishes

a secondary barrier that most attackers lack
the sophistication to penetrate.

This approach devastates the effectiveness of
credential-focused attacks, particularly phishing
campaigns, manipulation tactics, and systematic
password attempts. With MFA, even when
credentials fall into malicious hands, threat
actors still confront an impassable boundary.

Even in scenarios where passwords are
compromised due to weak or reused passwords,
an MFA setup will continue to shield the account
from unauthorized access. This level of security
is critical in Microsoft 365 environments, where
remote access is routine, and users may be
connecting from unsecured networks or personal
devices. Overall, as a simple and reassuring fact,
MFA creates a dynamic defense mechanism
that adapts to the evolving threat landscape.

In Microsoft 365, MFA protects core services
like Outlook, Teams, SharePoint, and OneDrive.
However, its impact is even more critical
within Entra ID, which governs identity across
the organization. Protecting Entra ID with
MFA ensures attackers cannot impersonate
users or elevate privileges, even if they obtain
valid credentials.

MFA demands multiple identity
verification elements like knowledge
components, possession factors, or
biometric markers. These factors
typically include:

ﬁ Something

the user knows
(e.g., password or PIN)

Something
the user has

(e.g., a mobile device, FIDO2
security key)

Something

the user is
(e.g., fingerprint or facial

recoghnition)
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Key Capabilities in Entra ID MFA Include:

- Conditional access policies: Trigger MFA based
on user risk, location, device compliance, or sign-
in behavior.

» Granular enforcement: Require MFA for high-
privilege roles, sensitive apps, or admin-
level operations.

- Risk-based adaptive MFA: Integrate with
identity protection to challenge risky sign-ins
automatically.

- Strong authentication methods: Use
phishing-resistant factors like hardware security
keys or number-matching in the Microsoft
Authenticator app.

When combined with Role-Based Access

Control (RBAC) and endpoint compliance checks,
MFA becomes part of a broader Zero Trust
enforcement layer. This approach creates dynamic
access boundaries that adjust in real time based
on identity context and risk.

When implemented effectively, MFA prevents
unauthorized access even if credentials are
compromised. It limits lateral movement, reduces
the impact of breaches, and turns identity from
a vulnerability into a resilient security control.
When combined with Role-Based Access Control
(RBAC) and endpoint compliance checks, MFA
becomes part of a broader Zero Trust enforcement
layer. This approach creates dynamic access
boundaries that adjust in real time based on
identity context and risk.

When implemented effectively, MFA prevents

unauthorized access even if credentials are

compromised. It limits lateral movement, reduces
the impact of breaches, and turns identity from
a vulnerability into a resilient security control.


https://www.veeam.com/blog/zero-trust-security.html
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2o 2. Least-privilege Access

The principle of least privilege (PoLP) is central
to zero trust security. This principle is to never
trust by default and never grant more access
than necessary. In this model, every permission is
earned, contextual, and revocable. A zero trust
architecture operates under the assumption that
there are threats both outside and inside your
network, so no users or systems are automatically
trusted.! This dovetails the principle of least
privilege, which dictates that users should

be granted the minimum levels of access (or
permissions) necessary to perform their job
functions, and nothing more.

Entra ID and Microsoft 365 environments are
sprawling, dynamic, and deeply interconnected.
As organizations scale and evolve, users often
accumulate access beyond what their current
role requires. These permissions tend to persist
long after the need for them has passed, which
creates blind spots that attackers exploit.

Least-privilege access counteracts this sprawl. It
mandates that users only receive the permissions
required to do their job and nothing more,
nothing adjacent, nothing inherited from a former
role. When applied rigorously, this practice
reduces the blast radius of account compromise
and constrains lateral movement. That means
breaches don't spread, privilege escalation is
minimized, and damage is contained.

With Entra ID, enforcing least privilege access
becomes strategic. You can apply RBAC for both
users and apps, isolate high-risk administrative
functions, and layer conditional access to tighten
control based on user context like devices,
location, or behavior. Entra’s Privileged Identity
Management (PIM) allows for just-in-time
elevation, so users can gain higher access only
when needed, and only for as long as they need it.

Thttps://www.veeam.com/news/new-zero-trust-data-resilience-model-
introduced-by-it-security-and-data-protection-experts.html



https://www.veeam.com/news/new-zero-trust-data-resilience-model-introduced-by-it-security-and-data-protection-experts.html
https://www.veeam.com/news/new-zero-trust-data-resilience-model-introduced-by-it-security-and-data-protection-experts.html
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.¢, 3. Regular Backups

As a prime target for cybercriminals, backups
are extremely important for Microsoft 365
and Entra ID, especially when you consider
Microsoft's Shared Responsibility Model,? which
states that organizations are responsible for
the safety of their data. Microsoft provides

the infrastructure and you secure the content.
That's the crux of the Shared Responsibility

Model, and it's where many organizations fall short.

Nevertheless, threats to data aren't limited to
malicious attacks. Data can also be jeopardized
by accidental deletions or various other
mishaps. Keeping up-to-date backups allows
the organization to swiftly regain access to their
dataq, regardless of whether the loss results from
ransomware, human error, or the many other
reasons to maintain Microsoft 365 backups.®
For Entra ID, it means preserving critical identity
structures like group memberships, role
assignments, conditional access policies, and
audit logs. Without them, recovery is incomplete
or worse, could be insecure. This both minimizes
downtime and sends a strong message that
your organization is not an easy target for
future attacks.

Implementing a regular backup routine means
establishing a schedule that strikes a balance
between the volume of data handled and
the resources available for backup operations.
When Microsoft 365 or Entra ID becomes
the target, the ability to restore email, calendarr,
OneDrive, SharePoint, and identity configurations
can mean the difference between a brief
disruption and a long-term operational collapse.

2 Shared Responsibility in the Cloud

37 Critical Reasons for Microsoft 365 Backup

Effective backups must be timely, comprehensive,
and independently stored. That means

the frequent capture of all key services, tested
restores, and retention policies that reflect actual
risk, not wishful thinking. Think of it like having
an insurance policy. It might not be needed
every day, but when disaster strikes, it can
be the difference between a quick recovery
and a catastrophe.

You don't back up because you expect failure.
You back up because you understand how systems
behave when failure strikes, and you plan to
recover on your terms, not the attacker's.


https://www.veeam.com/blog/office365-shared-responsibility-model.html
https://www.veeam.com/blog/office365-shared-responsibility-model.html
https://www.veeam.com/blog/office365-shared-responsibility-model.html
https://www.veeam.com/blog/office365-shared-responsibility-model.html
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
https://www.veeam.com/wp-why-backup-office-365-data.html

\veeam_

2] 4. Immutable Backups

Backups are only as good as their integrity. If
they can be modified or wiped, they're a false
sense of security. Immutable backups eliminate
that risk. Once written, they cannot be changed,
erased, or tampered with; not by ransomware,
not by insiders, and not even by privileged users
without deliberate, policy-governed exception.
This level of assurance separates survivable
organizations from those who are forced into
ransom negotiations.

In environments where Microsoft 365 and Entra ID
govern both operational data and identity access,
immutability serves as a hardened fallback.
Ransomware campaigns increasingly target not
just production data, but backup repositories
themselves. This is because they know if they
destroy the restore path, they control the outcome.
In fact, one survey found 93% of attacks now go
after backups directly.

Immutability breaks that chain When enforced
through airtight retention policies and independently
managed storage, it guarantees that your last
known, good state stays good, no matter how deep
the breach runs. For Microsoft 365, that means
recoverable email, files, chats, and site content.
For Entra ID, that means restorability of user
roles, conditional access, and security settings
that determine who can access what, and when.

While backup is your recovery mechanism,
immutability is what ensures it will still be there
when you need it most.
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{> 5.Incident Response Plan

When a breach occurs, it is too late to start
planning. A strong response cannot be improvised;
it must be developed in advance, tested thoroughly,
and fully embedded into operational workflows.
In Microsoft 365 and Entra ID environments, where
identity and collaboration are tightly connected,
your response must address a wide spectrum
of threats such as account compromise, privilege
misuse, data exfiltration, and service disruption.

In the context of Microsoft 365 and Entra ID, this
means more than generic playbooks. It demands
tailored response flows for account compromise,
credential abuse, file exfiltration, token misuse,
and privilege escalation, or other threats that live
in the intersection of collaboration and identity.

Generic response plans are not enough. These
environments require workflows that are tailored
to platform-specific risks, including token abuse,
anomalous sign-ins, unauthorized access to files,
and administrative privilege escalation. Because
Microsoft 365 and Entra ID form the backbone
of both productivity and access control, threats
often move laterally across services, making
containment more complex.

A complete response plan should define
responsibilities, escalation paths, and time-based
actions across all phases of an incident. It must
specify where sensitive data resides, who owns
which assets, and how to isolate affected users or
services quickly. Teams should be prepared to act
within the first minute, the first ten minutes, and
the first hour after a critical alert, whether that
alert originates from Entra ID, Microsoft Defender,
or a SIEM platform.

Technology alone is not enough; people are
a critical part of any incident response. Since
Microsoft 365 and Entra ID are used across
the entire organization, every employee
represents a potential entry point. Staff must be
able to recognize phishing attempts, spoofed
messages, and unusual behavior in tools like
Teams or SharePoint, and they must know how
to report issues immediately.

Response capability must also be continuously
tested. Tabletop exercises and live simulations
should model realistic attack scenarios
involving identity compromise and SaaS-based
breaches. These drills help validate detection
methods, response coordination, and recovery
procedures across both technical teams and
business stakeholders.

Preparedness is the most important asset in
a breach scenario. With a well-practiced
and clearly defined incident response plan,
organizations can act decisively, limit damage,
and recover with confidence.
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& 6. Regular Audits and Penetration Testing

“Assume nothing. Test everything.” This is

the operating principle behind meaningful
audits and penetration testing. Static defenses
don't survive in dynamic threat environments.
This means that if you're not actively hunting
your own vulnerabilities, someone else will.

Audits should be routine, but never routine-
minded. They need to dive deep into role
assignments, access logs, conditional access
policies, inactive accounts, and permission
sprawl across both Microsoft 365 and Entra
ID. What was secure six months ago may now
be a blind spot, and you need to find the drift
before attackers do.

Microsoft 365 provides an array of built-in tools
for auditing and threat detection, which serves
as a baseline to fortify its environment against
various security threats. Auditing Microsoft 365
and Entra ID data involves the systematic review
of various aspects such as user permissions, data
access controls, and security settings.

While at times complicated, regular audits can
help ensure that your system configurations
remain aligned with best practices and
organizational security policies. It is a healthy
habit to build and maintain. Since Microsoft 365
encompasses a variety of services, these audits
must be comprehensive and cover each service
to prevent overlooked vulnerabilities.

Often referred to as “ethical hacking,” penetration
testing involves simulating cyberattacks on your
Microsoft 365 and Entra ID infrastructure to
identify weaknesses that real-world attackers could
exploit. This could include testing the phishing
resistance of employees to the resilience of
technical tools such as firewalls, threat detection
systems, and incident response plans. Insights
gathered from these tests guide organizations
in fine-tuning their training programs and
security strategies to yield more comprehensive
and effective defenses when a cyberthreat
inevitably arises.
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i 7. Software Restriction Policies

Effective security starts with control. Software
restriction policies (SRPs) help define and
enforce what software is allowed to run in your
environment. Without these boundaries, systems
become unpredictable and more difficult to
protect, especially as your user base, endpoints,
and cloud integrations continue to grow.

In Microsoft 365 and Entra ID environments, SRPs
reduce risk by limiting which apps, scripts, and

executables can run. These platforms support

a broad range of tools and workflows, many of

which can be exploited if left unmanaged. By

explicitly allowing only known, trusted software
and blocking everything else by default, SRPs
help eliminate ambiguity and can significantly
shrink the attack surface.

In practice, this means:

- Blocking unsigned or unverified executables.
« Restricting or disabling macro-based content.

« Preventing the use of unnecessary scripting
environments such as PowerShell or WScript
where is not needed.

« Ensuring only IT-approved software can run on
endpoints, including cloud-connected devices.

When paired with Entra ID features such as
conditional access and device compliance
policies, SRPs become context aware. This allows
enforcement based on user identity, device health,
and location, which helps prevent users from
bypassing restrictions simply because they are
working off-network or on personal devices.

4 Microsoft 365 Guidance for Security & Compliance

5 Microsoft 365 Native Security: Unlocking Compliance and
Monitoring Features

Security is not always about adding more controls,
rather, it's often about reducing complexity.
Fewer moving parts mean fewer assumptions,
fewer vulnerabilities, and fewer opportunities for
attackers to exploit.

By preventing unauthorized software from
executing, SRPs break the common kill chains
used in malware and ransomware attacks. They
establish a “"default deny” posture that acts as
a containment layer by isolating unapproved or
suspicious activity before it escalates.

As organizations scale, the potential for accidental
or intentional execution of untrusted software
increases. SRPs offer a proactive, enforceable
safeguard that helps keep systems clean,
predictable, and far more resilient.


https://learn.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance
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@ 8. Monitoring and Logging

Monitoring and logging are foundational to
maintaining the security, reliability, and integrity
of your environment. Without visibility, there
can be no meaningful defense, and in many
cases, logging is also required to meet legal and
regulatory obligations.

More than just a tool for post-incident investigation,
monitoring serves as your early warning system,
helping detect threats before they escalate.
Logging provides a forensic trail that allows teams
to trace the full scope of activity, before, during,
and after a security event. In Microsoft 365 and
Entra ID environments, this includes tracking logins,
token activity, permission changes, file transfers,
sharing events, and administrative actions. These
logs should feed into a centralized SIEM or XDR
platform where they can be analyzed in real time.

However, raw data alone does not equal protection.
Without structure and context, logs become noise.
Effective monitoring requires the ability to identify
suspicious behavior patterns, such as repeated
failed logins, unusual download activity, privilege
misuse, or unexpected changes in authentication
context. These signals must be correlated

and prioritized to surface real threats without
overwhelming analysts with false positives.

Detection is only part of the process; logs must also
support full incident reconstruction. This means
capturing enough detail to conduct root cause
analysis, support forensic investigation, validate

compliance, and identify systemic gaps. A timeline

built from clear, structured log data is essential
when responding to complex attacks.

Logging must also be intentional and scoped
correctly. Logging too much can bury meaningful
events in noise. Logging too little can leave
blind spots. The goal is to capture high-value
telemetry that reveals both anomalies and their
operational impact.

When implemented well, monitoring and logging
evolve into strategic assets. They inform security
policy changes, uncover misconfigurations, and
reveal patterns that point to emerging threats. In
large, interconnected environments like Microsoft
365 and Entra ID, where data and identity are
tightly woven, continuous visibility is what turns
reactive security into proactive defense.
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= 9. Data Separation

Data separation is containment by design. When
identities, data, and permissions coexist in a flat,
interconnected environment, a single breach can
cascade across systems. Strategic segmentation
helps prevent this by isolating workloads, enforcing
access boundaries, and reducing the scope of
impact when compromise occurs.

In Microsoft 365 and Entra ID, data separation
is not just about organizing files or sites. It requires
deliberate structuring of access controls,
administrative domains, and identity governance
to prevent privilege overlap. Key techniques include
using multi-tenant architectures, enforcing strict
RBAC models, separating administrative roles,
and applying conditional access policies based on
context such as device, location, or risk level.

Separation must also extend to backups. Isolating
production data from backup storage, both
logically and geographically, ensures that even if
operational environments are compromised, your
recovery paths remain protected. Independent
storage, immutable configurations, and separate
access credentials are critical to preventing
an attacker from reaching both your live data and
recovery assets in a single move.

Tools like privileged identity management (PIM),
data zoning, and resource-specific policies enable
fine-grained isolation of high-risk functions and
sensitive data sets. By applying the principles of
least privilege and zero trust across identities,
services, and storage, organizations can enforce
strict limits on how data is accessed, processed,
and restored.

The goal of data separation is not only to prevent
unauthorized access but to assume failure and
contain it. When used effectively, segmentation
prevents initial compromise from turning into
a full-system breach. It creates internal firebreaks
that hold under pressure, which gives security
teams the time and space needed to detect,
isolate, and recover from threats.

In an environment where breaches are

a matter of when, not if, data separation ensures
that compromise is contained and recovery
remains possible.
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§{>‘;’ 10. Encryption

When data is the target (as it often is) encryption
is how you keep it out of an attacker's hands. It is
one of the most effective ways to protect sensitive
information, since it ensures that only authorized
parties with valid keys can access it. Proper
encryption applies across all states of data:
At rest, in transit, and in use.

In Microsoft 365 and Entra ID, encryption must
be applied deliberately and comprehensively.
Data stored in SharePoint and OneDrive should
be encrypted at rest and emails and Teams
messages must be encrypted during transmission.
Identity-related assets, such as authentication
tokens, credentials, and audit logs should
also be encrypted to protect the core of your
access infrastructure.

These controls should not rely on end-user
action. Instead, organizations should enforce
encryption through sensitivity labels, information
protection policies, and automatic classification
rules that ensure encryption is applied
consistently and in alignment with business and
regulatory requirements.

However, encryption is only as strong as the key
management practices behind it. Keys must be
securely stored, regularly rotated, and protected
from unauthorized access. Encryption policies
must be actively enforced and monitored; it is not
enough to just have encryption enabled. It must
be validated continuously to ensure it is working as
intended and that no gaps have been introduced
through misconfiguration or drift.

Encryption is not a checkbox, it is a critical
component of a layered defense strategy. When
implemented correctly, it denies attackers access
to the data they seek, even if they manage to
bypass other controls.
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SaaS Cyber Resilience:
Built for the Real World

True data resilience goes beyond traditional
backup. It's about maintaining uninterrupted
business continuity, even in the face of ransomware,
user error, or cloud service disruptions. When
critical systems go down, every second matters.
That's why modern organizations are adopting
purpose-built solutions for the complex demands of
SaasS environments like Microsoft 365 and Entra ID.

Today's SaaS platforms are dynamic,
interconnected, and constantly evolving, and
managing their protection with manual processes
and legacy tools is no longer sustainable. Unified
SaaS data protection platforms relieve internal
teams from managing a complex backup
infrastructure. They replace fragmented scripts
and point tools with intelligent automation,
streamlined orchestration, and policy-driven
protection that doesn’t degrade over time.

Critically, resilience is only real when recovery is
guaranteed. Leading providers treat recovery
timeframes as hard commitments. A true SaaS
backup solution should integrate seamlessly into
your existing identity and compliance frameworks
and be tested under real-world conditions.

When evaluating a SaasS resilience platform, look
for one that is:

+ Integrated: Built to work natively with Microsoft
365 and Entra ID architectures.

- Reliable: Proven through rigorous testing and
transparent performance metrics.

- Responsive: Ready to restore your environment
exactly when and where you need.

Because in the moments that matter, your backup
should be ready, secure, and built for recovery.

The most effective solutions do more
than copy data. They:

Fo &

Preserve identity
configurations and
access controls.

Understand contextual
relationships between
users, files, and
permissions.

.

Enforce retention,
immutability, and
governance policies.

Enable precise, point-
in-time recovery with
minimal disruption.
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Veeam Data Cloud for Microsoft 365 and Entra ID

Veeam Data Cloud delivers purpose-built

resilience for the two most critical layers of your
SaaS environment: Collaboration and identity. It
understands how Microsoft 365 and Entra ID
work together to power your organization and
protect that integration with automated, intelligent
recovery that's always ready when you need it.

This is more than just backup. It's resilience

engineered into your infrastructure and designed
to keep your workforce productive and your access

secure, even in the face of disruption.
Key capabilities:

+ Integrated by design: Veeam Data Cloud
supports unified backup and recovery
for both Microsoft 365 and Entra ID. It
preserves not only mail, files, Teams content,
and SharePoint data, but also Entra ID

configurations including users, groups, roles,

app registrations, and audit/sign-in logs, all
within a single platform.

+ All-in-one delivery: As a SaasS solution,
Veeam handles the full stack — software,
infrastructure, storage, and updates —
offering unlimited cloud storage with zero
need for manual provisioning. The service
is fully managed and built to scale, and
there are no separate contracts or surprise
overhead. Just comprehensive protection,
maintained by experts.

- Operational visibility: The intuitive console
provides a unified interface for both

Microsoft 365 and Entra ID backups. You can
schedule jobs, monitor performance, perform
point-in-time restores, and access advanced

sedrch and recovery tools all from one portal

Veeam Data Cloud is designed to protect

the intersection where access meets productivity.
With built-in speed, precision, and simplicity, it
ensures your SaaS environment remains resilient,
recoverable, and ready for anything.

=) 8 Benefits of a Backup Service
for Microsoft 365

=> Microsoft 365 Backup
for Dummies

9 6 Reasons for Microsoft
Entra ID Backup

About Veeam Software

Veeam, the #1 global market leader

in data resilience, believes every
business should control all their data
whenever and wherever they need it.
We're obsessed with creating innovative
ways to help our customers achieve
data resilience. We do that by offering
purpose-built solutions that provide
data backup, data recovery, data
portability, data security, and data
intelligence. Headquartered in Seattle,
with offices in more than 30 countries,
Veeam protects over 550,000 customers
worldwide, who trust Veeam to keep their
businesses running. Learn more at www.
veeam.com or follow Veeam on LinkedIn
@veeam-software and X @veeam.
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