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U.S.-based small and medium-sized businesses (SMBs) are
increasingly realizing the importance of investing in cyber and
network security to protect their rapidly growing businesses
amid today’s hybrid working environment.
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SMBs Continue to Invest
in Technology to
Support Hybrid Workers

Priorities among U.S. SMBs for the next 12 months:

57% <> 50%

Support for mobile workers Support for employee-owned
including remote access to devices (bring your own device
network-based resources and or BYOD) like smartphones
cloud applications and tablets
o

51% 249%

(o (o
Communication through Improving
video collaboration or productivity/efficiency

videoconferencing

Source: IDC’s Worldwide Small and Medium Business Survey, February 2024

Security Is a Top Technology
Investment Priority for U.S.
SMBs with the Move

to Dispersed Workforces

Which of the following infrastructure and device areas
will be technology priorities for your company in the next 12 months?
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Increased Storage PC renewal Wireless
security capacity and (upgrade or replace networking
management including desktop including hubs,
to notebook PC routers, and
migration) switches

Source: IDC’s Worldwide Small and Medium Business Survey, February 2024

Many U.S. SMBs Are Already
Investing in or Planning to
Invest in Security Technologies
in the Coming Year
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currently have network

J

endpoint security

capabilities, including plan to invest in
56% anti-malware (anti-virus, 20% network endpoint

anti-spoofware, etc.) security capabilities

and firewall/intrusion
detection/prevention

currently have mobile \ plan to invest in
- device management/ o mobile device
49% anti-malware security 16% management/
capabilities anti-malware

Source: IDC’s Worldwide Small and Medium Business Survey, February 2024

SMBs Rely on
Hardware and Software
Security Solutions

Hardware and software security solutions receive
the majority of U.S. SMB IT security spending
yet SMBs should consider more cloud-based solutions
as the workforce landscape changes.

Approximately what percentage of your company’s total
IT security spending was associated with different
security hardware, software, SaaS, and services categories?
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30% 26% 15% 5% 5%

Software Hardware Security SaaS Services
appliance

Source: IDC’s Worldwide Small and Medium Business Survey, February 2024

SMBs Must Be Strategic with
Their Security Solutions to
Achieve Business Priorities

As U.S. SMBs face limited
budgets and resources,
and more hybrid work
arrangements, they need
to be more strategic when
protecting their network
security. SMBs should
consider Saa$S security
solutions for their easy
implementation,
management, and
coverage.

What are the largest technology challenges
to achieving your business priorities?
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51% 37% 36% 34%
Implementing Lack of IT User adoption Technology
new technology staff of solutions budget is too low
securely for innovation
investment

Source: IDC’s Worldwide Small and Medium Business Survey, February 2024
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Message from the Sponsor

- T-MOBILE
"A” FOR BUSINESS

Simplify and support work across your business with unified network management and
security solutions. T-Mobile for Business can help you build a mobile strategy to ensure that
users have secure, reliable access to company tools, data, and resources. An incredible

5G network, with exceptional support and value, T-Mobile for Business is a world-class
solution partner for your security solutions.

Learn more



