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SmartMarket Brief

Introduction

ABOUT THIS SMARTMARKET BRIEF

The number of seriousrisks facing the constructionindustry
has continued to grow, but so have the means for managing
them effectively. To explore the ways in which dataand
document management canimprove businessresilience,
Egnyteretained Dodge Construction Network to survey
architects, engineersand contractorson therisks they

face and the waysinwhich theyrespondtothoserisks.
Topics exploredin this SmartMarket Briefinclude:

- Resilience and Document Access: Benchmarks the degree
towhich designand construction professionals canaccess
documentsatanytime, fromanywhere and onany device; the
issuesthatdisruptaccesstodocuments; and the frequency
and severity of problems caused by lack of access, aswell as
practices thatimprove access.

- Cybersecurity: Establishes the threats already experienced;
the contrast between the perception of preparedness forloss of
accesstodocumentsandtherealityinthe face of cyberthreats;
andthe approachesusedto manage theserisks.

- Workforce Resilience: Determines the challenges of findingand
retaining qualified staff and the meanstoaddress them.

- Managing Other Risks: Examinesthe perceived threat posed by
othercritical risks, including supply chain disruptions, market
challengesand technologyissues, and the most effective means
toaddressthem.

The findings demonstrate the critical importance of
dataresiliencein managing these challenges. DCN
thanks Egnyte for partnering on thisresearch to help
theindustryrise tothe challengesthat face it today.

1 © Dodge Data & Analytics www.construction.com

SmartMarket Brief

Data Resilience in Design and Construction:
How Digital Discipline Builds Stronger Firms

CONTENTS

23

30

40

45

46

Introduction

Message From the Premier Partner

Key Findings

Data Resilience and Document Access

Cybersecurity

Workforce Resilience

Managing Market, Supply Chain and Technology Risks
Methodology

Contacts and Resources

Premier Partner: Egnyte Data Resilience in Designand Construction



SmartMarket Brief

Message From Egnyte

The AEC industryisno
strangertothe creationand
collaboration of massive
quantities of data—spanning
everything from handwritten
formsto dense documents over
hundreds of pageslongtolarge,
complex drawings and models
topoint cloud datafrom 3D laser
scanners. Today's technology
enables employeestoworkas
efficiently fromajobsite as they
do fromtheir desks, and helps
companies attractandretain
talent because AEC firms win
when therightinformationisin
theright hands at theright time.

Theindustry experienced
asurgein migrating data

to the cloudin the wake of
the pandemic. This digital
revolution empowers
companies to adapt to new
ways of work, butitalso
introduces new management
challenges they have not faced
before. At Egnyte, we are
committed toimproving the
experience of usersand the
security of acompany’s data.

© Dodge Data & Analytics www.construction.com

Egnyteisexcited to partner
with Dodge Construction
Network to better understand
the challengesfaced by the AEC
industry asawhole and, more
specifically, how companies
in each subindustry perceive
and adapt their business
model as they face labor
shortages, cybersecurity
threats and the broader
reputational opportunities
and risks that come with
technology today. Egnyteis
proud to be at the forefront

of the digital transformation
movement, from cloud storage
and collaboration products
to Alenhancements tailored
specifically toaddress the
needs of the AEC industry.

Kevin Soohoo
Senior Director of AEC
Industry Solutions
Egnyte

Premier Partner:

Egnyte

DataResilience in Designand Construction 2
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Key Findings

Data Resilience in Design and Construction

MANY IN THE DESIGN AND CONSTRUCTION INDUSTRY STILL STRUGGLE WITH
DOCUMENT ACCESS, AND THEY EXPERIENCE SEVERE PROBLEMS AS A RESULT

Consistent, reliable and universalaccess to documents and datais at the
heart of businessresilience. But as the chart at right shows, nearly half
of architects and nearly two thirds of contractors do not have a high level
of accesstodocuments.

The chart below shows the key issues that interfere withaccessto
documents.

- Inefficient multiparty workflows, especially due to technology issues, and
aninability toaccess documents on mobile devicesrank the highest for both
frequency and degree of disruption.

- Challenges with the documents themselves are less common, although
accuracy standsoutasatroublesomeissue.

Issues Interfering With Document Access

Able to Access Documents Any Time, Anywhere and
From Any Device More than 50% of the Time

Architects Contractors

= HIGH ACCESS: 90% of the ® MODERATE ACCESS:
Time or More Frequently 51% to 89% of the time

Engineers

DEVICE ISSUES TIMELINESS
(documents not adapted

for mobile devices)

TECHNOLOGY ISSUES
(software does not adequately
support multiparty workflows)

multiparty workflows)

(document access takes too (document format/structure

long because of inefficient

ACCURACY
(information has
inaccuracies that reduce
its usefulness)

CURRENCY
(document is not the
most current version)

CONSISTENCY

varies too much)

= Experienced Issue ®Those Who Experienced It Who Consider It the Most Disruptive

Premier Partner: Egnyte

Data Resilience in Designand Construction
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Key Findings

SEVERAL PROBLEMS RESULT FROM CHALLENGES IN ACCESSING
DOCUMENTS
Several problemsresult from the issues with accessing documents:

- Unplanned Rework: This is the most common problem experienced by all
respondents, especially the architects and contractors, both of whomalso
citeitasthe mostdisruptive.

- Schedule Delays: Thisisthe engineers’'most frequent problemalthough not
theirmost disruptive. By contrast, both architectsand contractorssayitis
nearly as disruptive asunplanned rework.

- Cost Overruns: Thoughallrespondentsreport moderate frequency, the
engineersrate thisastheir most disruptive problem, notably more so than
eitherarchitectsorcontractors.

- ConstructionErrors: While all the respondents designate this as moderately
disruptive, only the contractorsidentifyitasafrequentissue.

Clearly, improving document access by addressing these problems
has the potential to significantly improve project delivery for
everyone.

CLOUD-BASED FUNCTIONALITY IS THE MOST COMMONLY

USED MEANS TO IMPROVE DOCUMENT ACCESS

The chartatright shows how architects, engineersand contractors
are currently improving theirdocument access.

While cloud-based functionality leads the way, it is stillnot adopted
by nearly half overall, with contractors in particularlagging

behind design firmsinits use. Promisingly, nearly all(85%) of the
respondents whoreport that they have no documentaccessissues
are utilizing the cloud.

Top Measures in Use to Improve Document Access

Premier Partner: Egnyte

Implement Cloud-Based
Functionality

Upgrade Devices Used

to Create and Exchange 48%
Documents
Upgrade IT Network 35%
Implement Document 34%

Exchange Standards

Implement Quality Control
Processes

33%

Improve Connectivity Bandwidth

Data Resilience in Designand Construction ‘I'



Key Findings

THE DESIGN AND CONSTRUCTION INDUSTRY T
NEEDS TOBE BETTER PREPARED FOR o :
CYBERATTACKS 59 /O Cybersecurity Threat

inthe Last Two Years

SmartMarket Brief

Robust dataresilience refers not only to the day-to-day access to
documents but also to the ability to withstand cybersecurity threats. This
requires utilizing the tools available to prevent an attack as well as being
preparedif suchaneventoccurs.

Asthefindings shown atright reveal, most of the industry is not

prepared foraserious cyberattack. One recent study listed the average o of General Contractors Have
length of aransomware attackin the U.S as 20 dqys.*However, 77% o.f 30 /o Experienced a Ransomware
those surveyed cannot go more than f|\{e days W|thouF accesstotheir Attack in the Last Two Years
documents before they experience serious schedule impacts.

Unfortunately, the findings also suggest that there may be adegree
of complacency about their state of preparedness to withstand a
cyberattack, since 72% believe that they have a medium or higher level of

preparedness.
Cannot Go More Than 5 Days

The study also demonstrates that design and construction are not 770/ Without Access to Documents
immune to these attacks, with59% reporting a cybersecurity incident (o) Before They Experience Serious
inthe last two years. General contractors seemto be a particular target,
since nearly 1in 3 has experienced aransomware attack in that time Schedule Impacts
frame.

Currently, the strategy most widely deployed by those who recognize
the cyberrisks that they faceistoimprove internal security procedures.

Many also develop security protocols for data exchange with external Believe That They Have a
parties, but far fewer require or use security compliance certificates. 720/ Medium to High Degree of

o Preparation for Losing Access
*AniPetrosyan “Average duration of downtime afteraransomware attack from st quarter 2020 to 4th quarter 2021, to DOCU ments

Statista, https://www.statista.com/statistics/1275029/length-of-downtime-after-ransomware-attack/

5 © Dodge Data & Analytics www.construction.com Premier Partner: Egnyte Data Resilience in Designand Construction



Key Findings

2  SALARIES AND BENEFITS ARE SEEN AS - The chart below shows that for many, their technology use helps offer aflexible

o

e workenvironment orisabenefit that attracts some workers.

"f‘s THE TOP MEANS OF ATTRACTING NEW - Over half of contractorsand over three quarters of designers believe that their

(Z*% EMPLOYEES, BUT CREATlNG A POS'T'VE WORK technology use and digital processes have at least amoderate impact on their

g ENVIRONMENT IS RECOGNIZED AS THE BEST l?lzlalll:ls;tt?arlli};]‘l:hi)?j\lizgzje currently trying to address therisks created by
MEANS TO RETAIN THEM the challenge of attractingand retaining employees believe thatincreasing
The chart below shows the top methods reported by architects, engineers  automation to reduce the time needed for tasks is a highly effective means of
and contractors to attractand retain employees. Not surprisingly, these doing so. However, thisapproach s only utilized by less than one third of those who
focus on offering a competitive salary and benefits, creating a positive believe these workforce challenges have a majorimpact on their business.

work environment and investingin training.

Technology may not be the top focus in bolstering workforce-related
resiliency, but study findings clearly demonstrate that it plays arole.

ATTRACT EMPLOYEES RETAIN EMPLOYEES

82% 82%

78%q49,

53%

40%

20%

Offer Competitive Partner With Investin Showcase Use Createa Investin Provide More Offer Offer Provide a
Salaries Colleges and Technology of Technology  Positive Work Employee Comprehensive Training Flexible Work Clear
and Benefits Universities to Support to Attract Environment  Development Benefits Arrangements/  Advancement
Packages Flexible Working  Employees Packages Hybrid Policies Path
Arrangements

® Architects ®Engineers ®Contractors

© Dodge Data & Analytics www.construction.com Premier Partner: Egnyte Data Resilience in Designand Construction 6



Key Findings

5 AEC COMPANIES FACE MANY RISKS WITH THE - The high degree of concern over supply chainand workforce risks correspond

& toother DCN studies that examine these challenges, such as the Commercial

g POTENTIAL To HAVE A MAJOR IMPACT ON ConstructionIndexand Civil Quarterly.

;‘f THEIR BUS'NESSES, BUT THERE ARE ALSO - Eventhough market and technology risks have fewer respondents overall who

] areconcernedaboutthem,itisnotablethat1in5contractorsbelieve thereisa

& MANY EFFECTIVE STRATEGIES TO HELP potential for major businessimpacts fromrisksin these categories. Clearly, the
MIT'GATE THOSE RlSKS industry asawhole would benefit from strategies that could help to address them.
The chart below shows what factors architects, engineersand - Cybersecurity has the fewest respondents who worry about a majorimpact, which
contractors believe pose the risk for amajor impact on their businesses. is consistentwith the findings previously discussed on page 5.

Theseinclude somerisks already discussed, such as cybersecurity and
workforce risks, and otherslike supply chain, market and technology risks.
The chart provides aspectrum of how AEC firms perceive the landscape of
risks that they face.

Risks With a Major Impact on AEC Businesses

SCuh%?:\y Workforce Market Technology Cybersecurity

50%
35% 31%
23% 22% 20%
° 16% ° 15% 15% 1%

| 5%

Supply Chain Inability Difficulty Regulatory Lack of Project  Inability to Less Technology not  Outdated Inabilityto  Undocumented Inability

Disruptions to Attract Retaining Changes  Diversification Adapt to Efficient  Integrated With Technology Qualify for or Poor Ability to Meet
Talent Talent Impacting Marketplace Older That of Key New Projects  to Respondto Cybersecurity
Operations Changes Technology  Stakeholders DuetolLack Cyberattacks Standards for
of Required Potential New

Technology Projects

7 © Dodge Data & Analytics www.construction.com Premier Partner: Egnyte Data Resilience in Designand Construction



Key Findings

MOSTEFFECTIVE MEANS OF ADDRESSING RISKS
The dataon pages 29, 34, 38, 41, 42 and 43 offer a portrait

Most Effective Means of Managing Risks
(By Category of Risks)

SmartMarket Brief

© Dodge Data & Analytics www.construction.com

of the most frequently used mitigation strategiesand an
effectivenessrating for each by those using them. The chart
atright provides a snapshot of the strategies rated most
effective by those using them for each risk category.

&

Ll

- Cyber Risks: As mentioned on page 5, very few of the respondents
who are most concerned about cybersecurity pursue security
compliance certificates. 62% of those that do, though, think thisisa @
highly effective way to manage theserisks, the largest share to give
that high of aratingtoany of therisk mitigation strategies. Notably,
the second highest share(60%)also considerimprovinginternal
security proceduresto be highly effective.

- Supply ChainRisks: Identifying alternative sources for materials
isselected by over half asagood means of mitigating supply chain
risks. Itis by farthe most effective of all the options offered.

- Technology Risks: Cloud-based collaboration solutions are not
only widely used, but over half(55%)of those using thrm believethat
they are highly effective to help minimize technology risks. Despite
relatively highlevels of use, though, there is stillamajor opportunity
formore of the industry to utilize these tools.

- Resource/Workforce Risks: The options offered to the
respondents for workforce focused on the ability of technology
tohelp addressissues. About half(46%)of those who are using
automationtoimprove productivity believeitishighly effective for
workforce attractionandretention. This suggests that companies
not currently utilizing technology in this way should consider its
potential benefit.

- Market Risks: Allrespondents clearly struggle with addressing
market risks since the most effective optioninthis categoryisonly
ranked highly by 44%, placing it eighthin effectivenessin the overall
list of potential mitigation factors.

~N
e

=Y
¢
<

B & D

Premier Partner: Egnyte

Cyber Risks

Pursue Security Compliance Certificates

Supply Chain Risks

Identify Alternative Sources for Materials

Technology Risks

Use Cloud-Based Collaboration Solutions

Resource/Workforce Risks

Increase Automation to Reduce Time Needed for Tasks

Market Risks

Upskill Current Resources to Be Able to Qualify for Work
in New Markets

Data Resilience in Designand Construction 8



Data Resilience and Document Access

INTRODUCTION

Universaldocument accessisacritical element of acompany’s
dataresilience. This section provides a thorough examination of
the degree to which architects, engineers and contractors have
accesstodocuments, the factors that inhibit their ability to either
accessor utilize the documents effectively and the top measures
they are utilizing to improve theiraccess.

SmartMarket Brief

ee0o o,
°® o,

The findings reveal that these companies are all in the midst of
strengthening their dataresilience as they grapple with improving
document access.

TOPICS ADDRESSED IN THIS SECTION

- UNIVERSAL DOCUMENT ACCESS: The degree to which each type of
company canaccessitsdocumentsto supportworkatany time, from
anywhere and onany device.

- ISSUES EXPERIENCED WITHDOCUMENT ACCESS: The frequency,
severity and negative outcomesrelated to sixissues:

- Device Issues(documents not adapted for mobile devices)

- Technology Issues(software does not adequately support multiparty
workflows)

- Timeliness(document access takes too long because of inefficient
multiparty workflows)

- Consistency(document format/structure varies too much)

- Currency(documentisnot the most current version)

- Accuracy(information hasinaccuracies that reduce its usefulness)

- WAYSTO IMPROVE DOCUMENT ACCESS: This section examinesthe
utilizationand effectiveness of eight measures toimprove document
access. Italsofeaturesaperspective onthose measuresfrom
those notusingthem. Lastly, allrespondents provided feedback on
otherapproachesthey believe couldimprove documentaccessina
meaningful way.

9 © Dodge Data & Analytics www.construction.com Premier Partner: Egnyte Data Resilience in Designand Construction



DATA RESILIENCE AND DOCUMENT ACCESS

Frequency of Universal Access to Design/Construction Documents

NEARLY TWO THIRDS OF AEC PROFESSIONALS Frequency of Access to the Right Design/Construction
DONOT CONSISTENTLY HAVE COMPLETE Documents to Be Able to Work From Anywhere, at Any
ACCESS TO THEIRDOCUMENTS WHENEVER, Time, on Any Device

WHEREVER ORHOWEVER THEY WORK

The survey presented respondents with anideal scenario
fordocumentaccess, which is that everyone working on
designand construction projects should be able toaccess
the right documents anywhere, any time and on any device.
They were then asked how frequently they can access
documents based on that standard.

SmartMarket Brief

= HIGH ACCESS
90% of the Time or More Frequently

= MODERATE ACCESS
51% to 89% of the time
The pie chartat upperright showsthatthereisalot of

progresstobe made. = LIMITED ACCESS

50% of the Time or Less Frequently
- While only 12% report limited access(half or less of the time), just

39% report highaccess(90% or more of the time).
- Thelargest share(49%)fallsomewhere in between those

extremes. . - .
Frequency of Access to the Right Design/Construction
Documents
The barchartat lowerright reveals how accessvaries by
By Type of Company

type of company, with architects having the most robust
level. Contractorsreport more moderate accessand
engineers have the lowest overall.

= HIGH ACCESS
90% of the Time or More Frequently

Other notable differencesinclude:

- BENEFIT OF WORKFLOW AUTOMATION: 84% of architectswho
have highlevels of internal workflow automationreport the
highest level of documentaccess, compared with just 43% of the
rest. Notably, thisdifferenceis not found among contractors.

- IMPACT OF PROJECT TYPE: 41% of contractors engaged primarily
in building projectsreport highaccess to documents, compared
with 27% of those primarily engaged in nonbuilding/civil projects.

B MODERATE ACCESS
51% to 89% of the time

= | IMITED ACCESS
50% of the Time or Less Frequently

Architects Engineers Contractors

© Dodge Data & Analytics www.construction.com Premier Partner: Egnyte Data Resilience in Designand Construction 10
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DATA RESILIENCE AND DOCUMENT ACCESS

Issues With Document Access

ADDRESSING DEVICE AND TECHNOLOGY ISSUES IS

CRITICAL TO IMPROVING DOCUMENT ACCESS

There are multiple reasons why documents may not be available for
accessatanytime, fromanywhere or fromany device. The software
supporting the exchange of documents through multiparty workflows
could be at fault, butissues canalso arise with the documents
themselves, including whether they can be accessed by mobile devices,
lack of consistency in their format or structure, not knowing whether the
versionaccessedisthe most currentandinaccuraciesinthe data.

The chart below shows the overallissues reported with documents by
those withless than 100% access to theirdocuments, and it suggests
that both the workflows supporting the exchange of documents and the
documentsthemselves need to be improvedin the industry.

Issues Experienced That Limited Full Document Access

DOCUMENT CHALLENGES

Lack of suitability foraccess through mobile devicesis the biggest
challenge with the documents themselves, limiting where, when and how
people can utilize them.

- Thisisthe only challenge noted by over half of the overall respondents.

- Italsoisconsidered the most frequent of challenges by over one third of those
who experience it.

- Ithasthe highest share whoreport that thisisthe only challenge they experience.

In contrast, most of the otherissues with the documentsare reported
farless frequently. Of these, consistency inthe documentsis the biggest
issue, experienced by 31%. Nearly one third of those who experience it
find that itis the most frequent challenge they face.

DEVICE ISSUES (documents not adapted for mobile devices)

TECHNOLOGY ISSUES (software does not adequately support multiparty workflows)

TIMELINESS (document access takes too long because of inefficient multiparty workflows)

CONSISTENCY (document format/structure varies too much)

CURRENCY (document is not the most current version)

ACCURACY (information has inaccuracies that reduce its usefulness)

= Only Issue Experienced ® Experienced It But Do Not Consider It Most Frequent Issue

Premier Partner: Egnyte

Total Who
Experienced Issue

52%
23% “%

23% 36%

4% 17% 10% 31%
4% 14% 7% 25%

13%
1% 2%

= Most Frequent Among Multiple Issues

Data Resilience in Designand Construction



DATA RESILIENCE AND DOCUMENT ACCESS

Issues With Document Access conmmuen

@ Currencyandaccuracy issues with documents are least frequently FREQUENCY OF ISSUES VARIES BY COMPANY TYPE

% reported. This may be because these challenges would become more The chart below reveals that architects, engineersand contractors do
< evidentif workflows allowed greater access to documents overall. not experience these issues with the same frequency.

>

g MULTIPARTY WORKFLOW CHALLENGES - Architectsand contractorsare hampered most frequently by not being able to
»  Thedataalsorevealtheimportance of improving multiparty workflows. access documents on their mobile devices.

- Engineers more frequently report that inefficient multiparty workflows prevent
themfromaccessingdocumentsinatimely fashion.

- Engineersalso struggle more frequently with the accuracy of the documents
theyaccessthandoarchitects or contractors.

- Oneareaof agreementis thatall experience technologyissues.

- Nearly half(41%) of AEC respondents find that their current software does not
adequately support these workflows.

- Thisisthe onlyissue experienced by respondents more frequently thanany of the
other workflow challenges, second only to pooraccess on mobile devices.

- Overone third of respondents say inefficient workflows lead to timelinessissues
with their documents, although the majority of those who experience thisissue
donotciteitasthe most frequent.

Experienced Issues With Document Access

By Type of Company

40% 399 42%

32%
25% 23%
DEVICE ISSUES TECHNOLOGY ISSUES TIMELINESS CONSISTENCY CURRENCY ACCURACY
(documents not adapted (software does not adequately ~ (document access takes too  (document format/structure (document is not the (information has inaccuracies
for mobile devices) support multiparty workflows) long because of inefficient varies too much) most current version) that reduce its usefulness)

multiparty workflows)

= Architects ®Engineers = Contractors

© Dodge Data & Analytics www.construction.com Premier Partner: Egnyte Data Resilience in Designand Construction 12



DATA RESILIENCE AND DOCUMENT ACCESS

Issues With Document Access conrmueo

E LOWDOCUMENT ACCESS CORRELATES WITH MORE - Those with moderate access to documents experience more consistency

% FREQUENT ISSUES WITH SOFTWARE THAT DOES issuesthandothose at the low or high end of the scale. Itislikely that those

E NOT SUPPORT MULTIPARTY WORKFLOWS atthelow end of the scale do not have sufficient document accesstoyetbe
z The chart below compares the findings on the frequency with which aware of consistency problems, and those at the high end have largely already
£ theseissuesare experienced with those that have low, moderate and addressed thatissue.

? highaccess to documents. - Infact, those with moderate access also report other documentissues more

frequently, such as currency and accuracy. This may suggest that greater
accessrevealsthe document deficiencies that need to be addressed by
companies, acritical stepinthe overall process of digital transformation.

- Almost two thirds(63%) of those with low document access report technology
issues with multiparty workflows and 44% cite timelinessissues due to
inefficient workflows.

- Importantly, all equally suffer from documents that are not adapted for
mobile devices. Thisisanareatechnology companies need to address so that
documentaccess can be significantly improved.

Experienced Issues With Document Access

By Level of Access to Documents

37% | 98%

25% | 28%

19%
DEVICE ISSUES TECHNOLOGY ISSUES TIMELINESS CONSISTENCY CURRENCY ACCURACY
(documents not adapted (software does not adequately ~ (document access takestoo  (document format/structure (document is not the (information has inaccuracies
for mobile devices) support multiparty workflows) long because of inefficient varies too much) most current version) that reduce its usefulness)

multiparty workflows)

= | IMITED ACCESS: 50% of the Time or Less Frequently ® MODERATE ACCESS: 51% to 89% of the Time = HIGH ACCESS: 90% of the Time or More Frequently

13 © Dodge Data & Analytics www.construction.com Premier Partner: Egnyte Data Resilience in Designand Construction
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DATA RESILIENCE AND DOCUMENT ACCESS

Issues Considered Most Disruptive

NOT HAVING SOFTWARE THAT ADEQUATELY

SUPPORTS MULTIPARTY WORKFLOWS IS THE MOST
DISRUPTIVEISSUE IMPACTING DOCUMENT ACCESS

When determining what will help companies to strengthen
their dataresilience, the degree of negative impact anissue
has canbeasimportantasthe frequency with whichitis
experienced.

Tobetterunderstand the importance of severity,
respondents who report having experienced more thanone
issue were asked which, among those they identified, has
beenthe most disruptive. The chart at right shows the share
citingeachissue.

- Technologyissuesranksecondinfrequency, but are the most
disruptive. Thisreconfirms theimportance of having software
that supports multiparty workflows.

- The findings also emphasize the importance of addressing device
issues. Growingindustry-wide reliance on mobile devicesleads
many to consider this the most disruptive issue they face.

- Documentaccuracyistheleast frequent challenge, but overone
third of those who experienceitidentifyitas the most disruptive.
Accuracyissuescanlead toreworkor even potentially to
litigation, both costly challengesin the industry.

- Timelinessranksfourth, butis quite close to both device
andaccuracyissues. Increasing the efficiency of multiparty
workflows would be highly important here.

- Consistencyiscited by the lowest share of respondents. However,
asthe designand constructionindustryincreasingly seeks to
utilize analysistoolstoimprove project processes, consistency
willlikely grow inimportance.

© Dodge Data & Analytics www.construction.com

Issues Considered Most Disruptive

By Those Who Experience This Issue and Others

TECHNOLOGY ISSUES
(software does not adequately
support multiparty workflows)

DEVICE ISSUES (documents not
adapted for mobile devices)

ACCURACY (information has
inaccuracies that reduce its
usefulness)

TIMELINESS (document
access takes too long because
of inefficient multiparty
workflows)

CURRENCY (document is not
the most current version)

CONSISTENCY (document format/
structure varies too much)

Premier Partner: Egnyte
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DATA RESILIENCE AND DOCUMENT ACCESS

Frequency and Impact of Issues

SmartMarket Brief

EACH COMPANY TYPE HAS A UNIQUE SET OF ISSUES - ARCHITECTS: By far, the most critical issues are device- and technology-
WORTHY OF HIGH PRIORITY TO ADDRESS related. All otherslagnotably behind.

The matrix chart below combines the findings on both the frequency - ENGINEERS: Currency has the greatest impact, butisrarely experienced.
(vertical axis)and negative impact (horizontal axis) of the issues related Technologyand timeliness are the key issues to address for engineers.

to document access. It prioritizes the issues worthy of focus, color - CONTRACTORS: As withengineers, currency has ahighimpact butalow
coded by type of company. frequency. Device, technology and timelinessissues all have nearly the same

impact, but vary widely by frequency.

Frequency and Impact of Issues Reported by Architects, Contractors and Engineers

60 ARCHITECTS ENGINEERS
A
55 Device A Device A
Tech Y Tech Y
50 Timeliness Timeliness
* A M /
Consistency . Consistency .
>
g 45 A Currency . Currency .
3
§ wo| M x
* CONTRACTORS
- H *
Device A
30 " 0 Tech ¢
® Timeliness @
25 o 99— Consistency [l
20 25 30 35 40 45 50 55 60 65 70 Currency @
Disruption
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DATA RESILIENCE AND DOCUMENT ACCESS

Problems Resulting From Issues With Document Access

UNPLANNED REWORK IS THE MOST
FREQUENT PROBLEM RESULTING FROM
LIMITED DOCUMENT ACCESS

Therespondents who cannot always access their
documentsanytime, anywhere, fromany device
were asked about the problems they experience
duetolack of documentaccess. Those who have
experienced multiple issues were then asked which
issueisthe most frequent. The chartatright shows
theresponsestothese questions.

- Unplanned reworkranks first, bothin the percentage who
experienceit(57%)andinthe share citing it as the most
frequent(20%). Thisisacompellingreasontoimprove
documentaccess, since unplanned rework can negatively
impact cost, schedule, productivity, profitability, quality,
safetyand more.

- Schedule delays are experienced by more than half of
therespondents. Theyarereported far more frequently
by those with low(53%)and moderate(59%)access to
documentsthanby those with ahigh level of access(36%).

Otherissues noted by one quarter to one third of
respondentsinclude construction errors, project
quality issues and cost overruns. Among these,
construction errorsare considered the most frequent
by anotably high share of those who experience
them.

© Dodge Data & Analytics www.construction.com

Frequency of Problems Resulting From Limited Document Access

Total Who
Experienced Problem
Unplanned Rework 9% 28% 20% 57%
Schedule Delays 9% 33% 10% 52%
Construction Errors [ W/) 18% 13% 36%
Project Quality Issues  |Ls¥7/ 22% 3% 30%
Cost Overruns || /A 18% 6% 25%
Errors and Omissions Claims 8% 6% 2% 16%
Owner Dissatisfaction With o .
Quality of Service 14%
Construction Claims m 9%
= Only Problem Experienced
m Experienced It But Do Not Consider It Most Frequent Problem
= Most Frequent Among Multiple Problems
Premier Partner: Egnyte Data Resilience in Designand Construction 16
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DATA RESILIENCE AND DOCUMENT ACCESS

Problems Resulting From Issues With Document Access covminueo

SCHEDULE DELAYS ARE THE MOST FREQUENTLY
EXPERIENCED PROBLEM FOR ENGINEERS,

WHILE ARCHITECTS AND CONTRACTORS BOTH
EXPERIENCE MORE UNPLANNED REWORK

The chartatright shows the most frequently reported
challenges by type of company.

+ ARCHITECTS: Architects mainly experience three problems
due to challenges with document access: unplanned rework,
project quality issuesand schedule delays.

- ENGINEERS: Schedule delays are by far the biggest challenge
forengineers, withunplanned rework second. Importantly,
though, thisdoes not mean that engineers experience
unplannedreworkany less frequently than do architects and
contractors.

- CONTRACTORS: The three biggest challenges for contractors
areunplannedrework, schedule delays and construction
errors.

- Averyhigh percentage of specialty trade contractors(70%)
experience unplanned rework due to documentaccess
issues. The share of GCsreporting this(48%)is ona parwith
the architects. Thismay suggest that GCsand architects
arenotalwaysaware of how frequently rework occurson
jobsitesresulting fromissues accessingdocuments.

- While thereisadifference between buildingand nonbuilding
contractorsinthe degree towhichthey canaccess
documents, theiranswers about the problems caused by
lack of access are not significantly different. There are also
nodifferencesforcontractorsorarchitectsbased ontheir
abilitytoaccessdocumentsingeneral. These two findings
suggest that evenrelatively infrequent challenges with
accessingdocuments canlead to majorissueson projects.

17 © Dodge Data & Analytics www.construction.com

Problems Experienced Due to Issues With Document Access

Frequency by Type of Company

Unplanned
Rework

Project Quality
Issues

Schedule Delays

Construction
Errors

Errors and
Omissions
Claims

Owner
Dissatisfaction
With Quality of

Service

Cost Overruns

® Architects ® Engineers ® Contractors
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80%
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DATA RESILIENCE AND DOCUMENT ACCESS

Impact of Problems Experienced

UNPLANNED REWORK IS THE MOST Problems Considered Most Disruptive
DISRUPTIVE PROBLEM, BUT SEVERAL By Those Who Experienced This Issue and Others
OTHERS ARE ALSO IMPACTFUL

Architects, engineersand contractors who experience

more than one problem were asked to select the problem

that is most disruptive to their projects. The chart at right Unplanned Rework
shows the share of those who experienced these issues

who have found them to be the most disruptive.

SmartMarket Brief

Unplanned rework is clearly the most disruptive challenge Errors and Omissions Claims 37%
caused by lack of good document accesssince itis
both widely experienced and frequently isalso very
disruptive. Notably, 50% of specialty trade contractors
who experience unplanned rework select it as the most
disruptive, since they bear the brunt of any rework that
happens onsite.

Construction Errors 34%

30%
These findings, though, also make it clear that errors Schedule Delays

and omissions claims have abigimpact. Although one
of the least frequently experienced issues, over one

third of those to whom they occur cite them as the most Cost Overruns 25%
impactful.

Many of those who experience construction errors, N ) .

. Owner Dissatisfaction With 13%
schedule delays and cost overruns also find them to be Quality of Service °
the most impactful. Nearly half(43%) of contractors
specializingin building construction find construction
errorsto be the mostimpactfulissue, far more than those
engaged primarily in nonbuilding, civil construction (11%).

Project Quality Issues

IIIII“

Taken together, these findings clearly reveal that lack
of document access has many challengingimpacts on
projects.
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DATA RESILIENCE AND DOCUMENT ACCESS

Frequency and Impact of Problems

DISRUPTIVE IMPACTS ARE GENERALLY HIGH frequency(vertical axis). This clearly demonstrates that the design and
REGARDLESS OF FREQUENCY constructionindustry will benefit significantly from reductions in most

The matrix chart below shows that many problems are highly of these problems, even those that occur less commonly.
disruptive (horizontal axis) even though there is a wide variance in their

SmartMarket Brief

Frequency and Impact of Problems Reported by Architects, Contractors and Engineers

55k
A 2
50
) ARCHITECTS ENGINEERS
45 Unplanned Rework A Unplanned Rework A
40 . ) ¢ Schedule Delays ¥ Schedule Delays *
Construction Errors @ Construction Errors @
35 Project Quality Issues . Project Quality Issues .
4 Cost Overruns e Cost Overruns e
<!.:>>' 30 e Errors & Omissions Claims Errors & Omissions Claims
2 5] v
o
s 25
CONTRACTORS
20 | o
Unplanned Rework
. p A
15 Schedule Delays
. Construction Errors @
10 Project Quality Issues [l
(s ] Cost Overruns €
5 Errors & Omissions Claims .

5 10 15 20 25 30 35 40 45 50
Disruption
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DATA RESILIENCE AND DOCUMENT ACCESS

Measures Taken to Improve Access to Documents

IMPLEMENTING CLOUD-BASED
FUNCTIONALITY IS THE TOP MEASURES
TAKEN TO IMPROVE DOCUMENT ACCESS

Architects, engineersand contractors who experience
challenges with document access were asked what
measures they take toreduce those deficiencies. Those
who use more than one were asked which is the most
effective. The findings are showninthe chart at right.

Implementing cloud-based functionality is the most
widely used measure, and itis selected by the highest
share of those who use itand otherapproachesasthe
most effective.

- 56% of those withahighleveland 54% of those withamoderate
level of accessto documents have implemented cloud-based
collaboration functionality, compared with just 23% of those
with low access.

- Importantly, 70% of those with at the high level who have
implemented cloud-based collaboration functionality along
with other measures find that using the cloud is the most
effective way toimprove document access.

Cloud-based collaborationis currently utilized by only
51% of respondents, suggesting that many more would
benefit from utilizing the cloud to improve their document
access.

Upgrading devicesis also a popularand effective
approach, and an additional four measures are used
by about one third of all respondents, suggesting the
industry is still exploring many means to improve.

© Dodge Data & Analytics www.construction.com

Measures Taken to Improve Document Access

Implemented Cloud-Based
Functionality

Upgraded Devices Used
to Create and Exchange
Documents

Upgraded IT Network

Implemented Document
Exchange Standards

Implemented Quality Control
Processes

Improved Connectivity
Bandwidth

Worked More Closely With
Technology Vendors

Used an Outside Consultant

Premier Partner: Egnyte

6%

5%

NG
2

14%

10%

23% 28%

34%

7% 28%

24%

27%

25%

N% 6%

9%

® Considered Most Effective by Those Utilizing It

m Utilized but Not Selected as Most Effective
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Total Utilizing

51%

48%

35%

34%

33%

30%

17%

12%



DATA RESILIENCE AND DOCUMENT ACCESS

Potential for Future Improvements

THOSE NOT YET USING ANY APPROACHES BELIEVE MEASURES MOST VALUED BY NON-USERS
THAT CLOUD-BASED FUNCTIONALITY. UPGRADING One third of those who currently have notimplemented cloud-based
DEVICES AND IMPROVING DIGITAL DO(':UMENT functionality or upgraded their devices to create and exchange

documents believe each would have a meaningful impact. This suggests

MANAGEMENT CAPABILITIES ACROSS THE INDUSTRY that for many companies, getting the basic technology infrastructure in
WOULD BE MOST POSITIVELY IMPACTFUL place for better document exchange is seenasatop priority.

Respondents not yet using specific measures toimprove their
document access(see page 20) were asked which measures, if any,
would meaningfully improve theiraccess to documents. In addition,
everyone was asked about other factors that could help themaccess
documents. Together, these two questions provide a portrait of what
the overallindustry regards as the best opportunities toimprove data
resiliency through increased document access.

SmartMarket Brief

Notably, nearly as many believe that implementing document exchange
standards would be impactful. Itislikely that these are companies that
are furtheralongintheir digital transformation and want to be able to
make greater use of the increased data exchange they have enabled.

Measures That Could Meaningfully Improve Document Access if Adopted

According to Those Not Using Them Yet and Contrasted With Those Who Use Them

Implement Upgrade Devices Upgrade IT Implement Document  Implement Quality Improve Work More Closely Use an Outside
Cloud-Based Used to Create and Network Exchange Standards ~ Control Processes Connectivity With Technology Consultant
Functionality Exchange Documents Bandwidth Vendors

= Already Use  ®Do Not Utilize but Think it Would Meaningfully Improve Access to Documents
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DATA RESILIENCE AND DOCUMENT ACCESS

Potential for Future Improvements covrmueo

ENGINEERS DIFFER FROM ARCHITECTS AND
CONTRACTORS ON THE TOP FACTORS THAT WOULD
MEANINGFULLY IMPROVE ACCESS TO DOCUMENTS
Asthe findingsinthe chart atright make clear, architects
and contractors agree that, out of the options provided,
the top meanstoimprove theiraccessto documentsis
to have better digital document capabilities across the
project team. The current fragmentation of industry
approachestotechnology creates challenges as many
documents need to be shared across companies.

Engineersalso agree that thisisachallenge, but many
more of them are also seeking more support from
technology providers and more project-wide document
management policies from owners. Inaddition, many
more of them believe that more engagement by senior
management with thisissue would also be useful.

- Since engineersoftenare contracted to architectsrather than
owners, they may have astronger belief that owner policies
would help normalize document managementin the industry,
while architectsand contractors may be less enthusiastic
about havinganother technology requirement.

- The engineers’relatively moderate concerns about digital
document management capabilities of other project team
members compared with the other factors may be influenced
by the relatively high digital sophistication of the architects
withwhom they most frequently exchange documents(see
page 10).

© Dodge Data & Analytics www.construction.com

Additional Factors That Would Meaningfully Improve
Access to Documents

By Type of Company

More Digital Document
Management Capabilities
at Other Companies on Our
Project Teams

More Owners Implementing
Project-Wide Document
Management Policies

More Senior Management
Attention to Document
Management

More Support From the
Technology Provider for
Cloud-Based Collaboration
Functionality*

65%

= Architects ® Engineers = Contractors

*Asked only of those using cloud-based collaboration.
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Cybersecurity

INTRODUCTION

Cybersecurity isanother pillar of dataresiliency. Cyberattacks
continue to grow more aggressive and sophisticated, but

their prevalence is often misunderstood, especially since few
companies want to publicize that they have been breached. This
canlead many companies to underestimate their vulnerability and
what they need in ordertobe prepared for a serious attack.

These findingsreveal that the designand constructionindustry is
largely unprepared for amajor cyberattack, with few believing that
they cango forone week or more without document access before
they experience serious schedule implications. Thisis particularly
problematic since over half have experienced a cyberattackinthe
lasttwo years. General contractors are particularly at risk in this
area.

TOPICS ADDRESSED IN THIS SECTION

- READINESS: Self-evaluation of the degree to which they are prepared if
they cannotaccess project documentsand the number of days they can
tolerate noaccessbefore asignificantimpact to project schedules.

- TOP CONCERNS: The most significant concerns thatarchitects,
engineersand contractors have about the loss of access to project
documents.

+- THREATS EXPERIENCED: The prevalence of various types of cyberthreats
intheindustryinthelasttwoyears, asreported by the respondents(most
of whomare not IT professionals within their companies).

- MITIGATION APPROACHES: The share using three differentapproaches to
help mitigate the possibility of loss of access to documents.

- REQUIRED SECURITY PRACTICES: The share who require various data
security practices fromtheir software providers.

- MANAGING CYBER RISK: Measuring those who believe that a poor ability
torespondto cybersecurity attacks or the inability to meet cybersecurity
standards for potential new projects poses a majorimpact to their
businesses, and what they have deployed to address those risks.

Premier Partner: Egnyte

Data Resilience in Designand Construction



CYBERSECURITY

Readiness for Cyberattack

THE DESIGN AND CONSTRUCTION
INDUSTRY NEEDS TOBEBETTER
PREPARED FOR A CYBERATTACK

As shown at upperright, most respondents believe they

are either moderately or highly prepared to manage if
documents were nolonger available due to a cyberattack.
However, as the table at right shows, most say they can only

SmartMarket Brief

go three to four days without significantimpact to schedule.

Since many cyberattacks canleave companies without
dataaccessfor weeks, this disruption would have serious
repercussions.

The chart below shows the differences by type of company,
and by level of document access. As the latter makes clear,
those with moderate or highlevels of accessare able to go
longer without document access, suggesting that the more
tech savvy are also taking steps toreduce their cyberrisk.

Prepared if Project Documents Were No Longer Accessible

Self-rated

m Highly/Very Highly
Prepared

B Moderately
Prepared

Architects Engineers Contractors

Number of Days With No Access Before a Significant Impact to Schedule

High/Very Highly Prepared 7.8 Days 3 Days

Moderately Prepared 9.1 Days 4 Days

Can Go More Than Five Days Without Access to Project Documents Without Significant Schedule Impact

Architects Engineers Contractors Low Access to Documents Moderate Access to Documents High Access to Documents
(Less Than 50% of the Time) (Access 50% to 70% of the Time) (Access at Least 80% of the Time)

© Dodge Data & Analytics www.construction.com
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CYBERSECURITY

Top Concerns About Loss of Access to Project Documents

SCHEDULE DELAYS ARE THE TOP
CONCERN ABOUT LOSING ACCESS
TOPROJECT DOCUMENTS, BUT OVER
ONE QUARTER ALSO ARE CONCERNED
ABOUT PROJECT FAILURE

Respondents were asked to select theirtop concerns
aboutlosingaccessto project documents from the list of
four options showninthe chart at right.

- Nearly allrespondents, regardless of company type, regard
schedule delays asamajorconcern.

- Ahigher share of GCs(87%)select schedule delays than do
specialty trade contractors(71%).

- Contractorswith higherlevels of automation for their project
andinternal workflows(89%)select schedule delays more
frequently than those with fewer automated workflows
(76%).

- Negative impact oncompany reputationranks third. Thisis
notonly due to project performance issues, butalso, inthe
case of aransomware attack, documents not meant for public
knowledge canbereleased deliberately toharmacompany’s
reputation.

- While project failure may have the lowest share overall who pick
itasatopconcern,itisthe most catastrophic option, sothe
factthat over one quarter selectit suggeststhat manyinthe
industry canimagine a high potential for serious consequences
fromasuccessful cyberattack. Among contractors, itis more
frequently cited by individuals with direct project involvement
(39%).

- Engineersare notably the most concerned group about budget
overages.
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Concerns About Losing Access to Project Documents

95%

Schedule Delays

Negative Impact
on Company
Reputation

Project Failure

Budget
Overages

® Architects ® Engineers ™ Contractors
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CYBERSECURITY

Cyberthreats and Attacks Recently Experienced

;%) 59% OF RESPONDENTS EXPERIENCED A Threats Experienced in the Last Two Years

s SECURITY THREAT IN THELAST TWO YEARS

g Respondents were asked whether they experienced any of

£ thefivesecurity threatsshowninthe chartatrightinthe

& lasttwoyears, and 59% said that they experienced at least Unauthorized Attempted Log-ins 44%
onethreat. 45%

- 30% of general contractors have experienced aransomware
attack, suggestingthat they are prime targets for them.

- Unauthorized attemptedlog-insare commonly reported.

- Ahigh share of engineersalso experience unintended third-party
accesstodata.

- Thisdatamayunderreport most of these threats, since they are
justthe onesrespondents know aboutand many may not be aware
of allthe issues their company has experienced.

Unintended Third-Party
Access to Data

Ransomware
Experienced an Information Security Issue
in the Last Two Years

Insider Threat (Theft or Data
Deletion by Employees)

Violation of an NDA

Architects Engineers General Specialty Trade ® Architects ® Engineers = Contractors ® Specialty Trade Contractors
Contractors Contractors
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CYBERSECURITY

Approaches to Mitigate Loss of Document Access

NEARLY ALL RESPONDENTS ARE TAKING Mitigation Approaches Currently Utilized for Loss of
SPECIFIC ACTIONS TO MITIGATE THE RISK Document Access

OF LOSING ACCESS TO THEIR DOCUMENTS By Type of Company

Architects, engineersand contractors were asked to
select what approachesthey take to mitigate the risk
of losingaccesstotheirdocuments. The chart at right
shows theirresponses.

SmartMarket Brief

99%

Back Up Documents
- Only 1% of respondents did not select at least one of these
approaches. This may explain why so many rate their readiness
forlossof access to theirdocumentsso highly.
- Backingup documentsis by far the most common strategy.
- Itisnearly universalamongarchitectsand engineers, but
somewhat less frequently used by contractors.
- 89% of those with ahigh level of access to theirdocuments
back them up compared with 78% of those with moderate
accessand72% of those with low access.

Make Offline Copies

VARIATIONS BY COMPANY TYPE
Engineersrely more frequently on making offline copies _
of their documents than do architects or contractors. Print Out Documents

Contractors frequently rely on printed documents, but
architectsrarely do.

- Small contractors(86%)more frequently print out documents

than do larger companies. = Architects ® Engineers = Contractors
- Nonbuilding/civil contractors(79%)also print out documents

more frequently than their peers.
- Those withahighaccesstodocumentslessfrequentlyrelyon

printing out documents(36%)than do those with low(53%)or

moderate(56%)access.
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CYBERSECURITY

Required Security Practices From Software Companies

RELATIVELY FEW AEC COMPANIES Security Practices Required for Software Companies to Be
REQUIRE DATA SECURITY MEASURES WHEN Qualified to Use When Bidding on Projects
SELECTING SOFTWARE COMPANIES

Architects, engineersand contractors were asked to select
which, if any, of the four security practices showninthe

chart atright they require of their software providersto be 38%
qualified for use when bidding on projects.

By Type of Company

SmartMarket Brief

Notably, the majority (69%)require none of these options.
Engineersare the exception: 33% of them have no
requirements, compared with 78% of architects and

75% of contractors. Thus, it is not surprising to see that
engineersrequire each measure more than do architects or
contractors.

- DATARESIDENCY ASSURANCE: Oncedataisinthe cloud, itcanbe
stored anywhere. However, countries have varying rules regarding
datasecurity, and knowingwhere acompany’s specific data
actually resides will provide more insight into the type of security
that can be expected of the vendor. While thisis the most common
requirement of architectsand contractors, only a small share of
eachrequireit.

- NIST 800: The NIST 800 series of special reportsincludes
guidelines for cybersecurity thatare generally referred to simply
as NIST 800. Evenamong engineers, these arerarely required, and

onlyatinyshare of architects and contractors do so. Data Residency CMMC NIST 800-XX S0C 2
- CMMC: CMMCisacertification program that measures compliance Assurance

tothe NIST 800 guidelines. Thisismore widely required by

engineers than NIST 800. = Architects ® Engineers = Contractors

- SOC2isareportthatprovidesinformationabout datasecurity,
availability, processingintegrity, confidentiality and privacy
created by the AICPA, andisalso stillemerginginuseinthe design
and constructionindustry.
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CYBERSECURITY

Managing Cyber Risks

MOST DONOT EXPECT CYBER RISKS TO HAVE A
MAJOR IMPACT ON THEIR BUSINESS

The two cyberrisks showninthe chart below and at upper

right were part of alarger question about risks that may have a
major businessimpact(see page 7). As the chart below makes
clear, few architects, engineers or contractors consider thema
seriousrisk.

SmartMarket Brief

The charts at right show the approaches used to mitigate these
risks by type of company, along with the overall rating of the
effectiveness of each approach. Promisingly, most of those
who pursue security compliance certificatesand improve
theirinternal security procedures find these measures highly
effective, suggesting that there are good options for the
industry to effectively address these challenges.

Respondents Who Believe Cyber Risks
Have a Major Impact on Their Business

Undocumented or Poor Inability to Meet
Ability to Respond to Cybersecurity Standards
Cybersecurity Attacks for Potential New Projects
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Mitigation Strategies Used by Those Who Believe These
Risks Have a Major Impact on Their Business

Inability to Meet 73%
Cybersecurity
Standards for
Potential New

Projects

Undocumented 78%
or Poor Ability
to Respond to
Cybersecurity

Attacks

® Improve Internal ® Develop Security Protocols for Data ® Pursue Security
Security Procedures Exchange With External Parties Compliance Certificates

Share of Those Using These Approaches Who Consider
Them Highly Effective*

Pursue Security Compliance 62%
Certificates

Improve Internal Security 60%
Procedures

Develop Security Protocols for
Data Exchange With External
Parties

47%

*Since none of these methods are widely used, only 13, 30 and 15 respondents,
respectively, were asked to rate the effectiveness of each approach.
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Workforce Resilience

INTRODUCTION

Architects, engineers and contractors face many risks, but
currently, includingin this study, challenges attractingand
retaining talent are typically among the most prominent.
Contractors have struggled with skilled worker shortages for
overadecade, but architectsand engineers have recently begun
to find it difficult to staff their projects consistently as well. For
architects, in particular, staffingissues are the top risks they cite
with a majorimpact on their business.
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Individual companies cannot solve this problem, but they can
utilize otherapproachestolessenitsimpact. Asthe findingsin
this sectionreveal, application of technology can be one means of
dealing with this challenge.

TOPICS ADDRESSED IN THIS SECTION

- DIFFICULTY FINDING EMPLOYEES: The degree to which they struggle to
find qualified employees and the share who believe that the inability to
attract talenthasamajorimpact ontheir business.

- MEANS TOATTRACT STAFF: The utilization and effectiveness of five
approachestoattractingnew employees to their companies.

- DIFFICULTY RETAINING EMPLOYEES: The degree to which they struggle
toretainemployeesand the share who believe that the challenge of
retaining talenthasamajorimpact on theirbusiness.

- MEANS TORETAIN STAFF: The utilization and effectiveness of eight ways
that they seek toretainemployees.

- TECHNOLOGY STRATEGIESTO ATTRACT ANDRETAIN EMPLOYEES: The
degree of utilization and effectiveness of three waysin which technology
can help minimize therisks created by difficulty inattractingandretaining
employees, and the degree to which they believe that their use of
technology and digital workflows helps them to retain staff.

&, @

A
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WORKFORCE RESILIENCE

Finding Skilled Employees

THE CHALLENGE OF FINDING QUALIFIED
EMPLOYEES IS WIDESPREAD IN THE

DESIGN AND CONSTRUCTION INDUSTRY
Architects, engineersand contractors were asked
torate the difficulty of finding qualified employees
onafive-point scale that ranged from no difficulty
tovery high difficulty. Asthe chart atright reveals,
most of them find it moderately to highly difficult to
find workers.

- Contractors most frequently report high orvery high
difficulty, at55%.

- 49%of architectsagree. Senior management at
architectural firmsare particularly concerned about
this, with 85% selecting high or very high.

- Engineersare slightly lower, but with 84% reporting this
challenge atamoderate or higherlevel, itis still clearlya
concernformany.

ARCHITECTS ARE MOST CONCERNED

ABOUT THE BUSINESS RISKS POSED BY
THEIRINABILITY TO ATTRACT TALENT

The challenge of attracting talent was included
inthelist of potential businessrisks that the
respondents were asked about (see page 7).
Architects are farmore concerned about this risk
than are contractors or engineers. While the data
above sugges that engineers struggle slightly less
tofind workers, the lower level of concernreported
by contractorsis surprising. One factor that may
influence thisis that contractors have been facing
this challenge for over adecade and may have
more strategiesin place to manageit.
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Difficulty Finding Qualified Employees When Needed

By Type of Company

Architects

Engineers

= High/Very High

B Moderate

Contractors

Inability to Attract Talent Has a Major Impact on Their Business

Architects

Engineers

Contractors

Premier Partner: Egnyte

43%

28%

32%
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WORKFORCE RESILIENCE

Approaches to Attract Skilled Employees

OFFERING COMPETITIVE SALARIES AND BENEFITS IS THE TOP
APPROACH CURRENTLY USED TO ATTRACT SKILLED EMPLOYEES
Allrespondents were asked how many of the four options showninthe
charttheyare usingto attract skilled employees. Contractors were also
asked about partnering with technical high schools.
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- Offering competitive salaries and benefits packages tops the findings.

- Architectsare far more likely to partner with colleges and universities thanare
engineersor contractors. However, thisisavery commonapproachatlarge
contractor firms, selected by 61%, and itis more frequently used by general
contractors(46%)than by specialty trade contractors(16%). 37% of large

Approaches Currently Used to Attract Skilled Employees

contractorsalso partner with technical high schools, far more than smaller
companies, although thisisaless common strategy overall than partnering with
collegesand universities.

- More than half of the architectsand engineers are making investmentsin

technology to support flexible working arrangements, but far fewer contractors
select this. Evenamonglarge contractors, itis only utilized by 32%.

- While contractorsingeneral are less likely to showcase their use of technology

thanarearchitects orengineers, 41% of large contractorsreport that they
do so. Thismakes sense since most DCN research on technology use among
contractors shows thatlarge contractorsare more investedintechnology.

88% 87%

Offer Competitive Partner With Invest in Technology to
Salaries and Colleges and Support Flexible Working
Benefits Universities Arrangements
Packages

= Architects
® Engineers

= Contractors

28%

NA NA
Showcase Use Partner With
of Technology Technical High
to Attract Schools
Employees
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WORKFORCE RESILIENCE

Approaches to Attract Skilled Employees covrues

OTHER APPROACHES

Respondents could also write in other means they use
beyond thelist of optionsincludedinthe survey. A few
architects and contractors both cite usingrecruiters, and
some architects also said that they promote their workplace
culture.

MANY WHO USE THESE STRATEGIES BELIEVE

THAT MORE ENGAGEMENT WITH THEM WILL

HELP ATTRACT SKILLED EMPLOYEES

Those who use any of the approachesto attract workers
were asked if they think the use of these approaches at their
company shouldincrease, and those who do not currently
use them were asked if they believe their company should
startdoingso.

Amuch higher percentage of those using these strategies
believe that they should be used more than non-users who
think they should be adopted. That suggests that non-users
may be underestimating the value of these approaches.
Thisis particularly true forinvestments in technology

that support flexible working arrangements, partnering
with technical high schools(for contractors only)and
showcasing technology use to attract employees.
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Approaches That Should Be More Widely Used to Help
Attract Skilled Employees

According to Those Currently Using Them and Non-Users

Offer Competitive
Salaries and Benefits
Packages

Invest in Technology
That Supports
Flexible Working
Arrangements

Partner With
Technical High
Schools

Partner With
Colleges and
Universities

Showcase
Technology Use to
Attract Employees

Premier Partner: Egnyte

54%

u Users Who Think Use Should Increase

® Non-Users Who Think Company Should Start Using
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WORKFORCE RESILIENCE

Using Technology to Minimize the Risks Created by Issues With Finding

Skilled Employees

INCREASING AUTOMATION ISLEAST FREQUENT BUT
MOST EFFECTIVE TECHNOLOGY-BASED APPROACH
Architects, engineers and contractors who consider the
inability to attract talent to their organizationto have a
major impact on their business(see page 31)were asked
whether they use three technology-based approachesto
help them minimize that risk. Those using each approach
were asked torateits effectivenessonafive-point scale
fromnone tovery high. The chart atright shows the
findings from these two questions.

- None of these approaches are widely utilized, ranging from
21% to 37% of respondents using them. This suggeststhat the
use of technology to address theserisksis stillemerginginthe
designand constructionindustry.

- Notably, nearly half of those who increase automation to
reduce the time needed for tasks find this to be a highly
effective strategy, which does suggest the potential for this
approachto be farmore widely utilized thanit currently is.

- Most of those who are upgrading existing technology or
increasing their datacollectionand analysis toimprove
productivity regard these as moderately useful strategies.
Infact, far more rate themas highly effective (34% and 28%,
respectively)than consider themto have little to no effect (16%
and 20%, respectively).

These findings suggest that the design and construction
industryisjust beginning to tap the potential of
technology to help mitigate the challenges of employee
recruitment.
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Utilization and Effectiveness of Technology to Address the
Risk of Finding Skilled Employees When Needed

According to Those Who Consider That Challenge a Risk to Their Business

Upgrade Existing

Technology to Be

More Attractive as
an Employer

Increase Data
Collection and
Analysis to Increase
Productivity of
Existing Workforce

Increase
Automation to
Reduce Time
Needed for Tasks
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= What Companies Are Doing to Minimize Workforce Risks
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WORKFORCE RESILIENCE

Retaining Skilled Employees

RETAINING EMPLOYEESISLESS OF A
CHALLENGE THAN RECRUITMENT, BUT
AMAJORITY STILL CONSIDERIT AT

LEAST MODERATELY DIFFICULT

Architects, engineersand contractors were

asked the same questions about retaining skilled
employees as they were about recruiting new ones.
The first question was about the difficulty they are
experiencinginretainingworkers. Asthe chart at
rightreveals, thisis anotable challenge for all, even
thoughitislessdifficult than finding new people to
recruit.

- Engineersreported the lowest level of difficulty
infinding new staff compared with architectsand
contractors(see page 31), but they experience the
biggest challenges with retention.

- Contractors have the lowest share experiencing atleast
amoderate difficulty retaining workers, whichagainis
thereverse of the findings onrecruitment.

MORE ARCHITECTS FIND THAT DIFFICULTY
IN RETAINING TALENT HAS A MAJOR

IMPACT ON THEIR BUSINESS THAN DO
ENGINEERS ORCONTRACTORS

Thisfindingis particularly surprising, given the
larger share of engineers whose companies
struggle with retention. Itislikely due to the
lower concerns engineers have about recruiting
new workers. Notably, there are no significant
differences by size or company or type of
contractorintheresponsesto this question.
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Degree of Difficulty Retaining Skilled Employees

By Type of Company

= High/Very High

® Moderate

Contractors

Architects

Engineers

Difficulty Retaining Talent Has a Major Impact on Their Business

Architects 38%

Engineers 21%

0,
Contractors 31%
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Approaches to Retain Skilled Employees

CREATING A POSITIVE WORK ENVIRONMENT
IS WIDELY RECOGNIZED AS A TOP MEANS OF
RETAINING EMPLOYEES

Respondents were asked to select all the methods they use to
retain employees from the list of eight options showninthe
chartatright. Asthat chart reveals, some approaches appeal
equally to all three groups, while othersvary between them.

SmartMarket Brief

CURRENT USE OF APPROACHES TO RETAIN EMPLOYEES
WIDELY USEDBY ALL RESPONDENTS

Over three quarters of the respondents agree that their
company is creating a positive work environment to help with
employee retention. Notably, contractorsin particularregard
thisasimportant, perhaps due to the challenges they face
attracting skilled workers.

The other factor thatisrecognized widely by all three is
providinga more comprehensive benefits package, to make
sure their company is competitive.

VARIATIONS BY COMPANY TYPE

- ARCHITECTS: Architects are usingmore approaches toretain
employeesoverallthanare engineersand contractors. They more
frequently offer flexible work arrangement/hybrid policies, invest
inemployee development, provide a clear path foradvancement
and conduct employee satisfaction surveysthando contractorsor
engineers. This correlatesdirectly to the degree towhich theyare

concerned that difficulty retaining talent has amajorimpact on their

business(see page 35).

- ENGINEERS: Engineers offer comprehensive benefits packagesand

training more frequently than do architects or contractors.
- CONTRACTORS: Contractors generallylagbehind architectsand

engineersinterms of the approachestaken toretain employees, other

than creatingapositive work environment. Three otherapproaches

© Dodge Data & Analytics www.construction.com

Approaches Employed to Retain Employees

By Type of Company
82%
Offer Flexible Work
Arrangements/Hybrid Policies
78%
Create a Positive o
Work Environment 74%
82%

Invest in Employee
Development

Provide a Clear

Advancement Path = Architects

® Engineers

Provide More Comprehensive

u
Benefits Packages Contractors

Conduct Employee
Satisfaction Surveys

Offer Training

Invest in Workforce Management
Technology
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WORKFORCE RESILIENCE

Approaches to Retain Skilled Employees conrmueo

are used by more than half—providingmore comprehensive benefits,
investinginemployee developmentand offering training—but even for
these, the contractorsare notleading the industry.

- Large contractors, though, are more engaged than smaller
onesinthreeareas: 76% investin employee development, 56%
provide aclear pathforadvancementand 29% investin workforce
management technologies.

APPROACHES TO RETAINING EMPLOYEES THAT

SHOULD BE MORE WIDELY UTILIZED

Those using various approaches were asked to select the ones
they think should be increasedin use, and those who do not use
them were asked what they think their company should start
using. The chart atright represents both groups.

- Generally, usersand non-users bothagree thatinvestingin employee
developmentisatop priority that should be more widely adoptedin the
designand constructionindustry.

- Those whose companieslackaclearadvancement path foremployees
or have notrecently provided amore comprehensive benefits package
regard those as top priorities forinvestment.

- Theonlyitemthat users prioritize more than non-usersisinvestment
inworkforce management technology. That suggests that users
are already seeing value and expect that greaterinvestment would
yield even more. This makes it likely that thisapproachin particularis
underutilized currently.

- Generally, many of theresponses are selected by about one third. This
suggeststhat theindustryis stilldeterminingwhich approachislikely
to offerthe most helpinretainingemployees.

Approaches to Retain Employees That Need to Be More
Widely Utilized

According to Current Users and Non-users

54%

Invest in Employee Development 42%

Provide Clear Advancement
Path for Employees 52%

Provide More Comprehensive

Benefits Packages 44%
Create a Positive Work
Environment
Offer Training

43%

Invest in Workforce Management
Technology

Offer Flexible Work
Arrangements

Conduct Employee Satisfaction
Surveys

® Users Who Think Use Should Increase

® Non-Users Who Think Company Should Start Using
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WORKFORCE RESILIENCE

Technology Strategies to Minimize Risks Created by Challenges in Retaining

Skilled Employees

INCREASED AUTOMATIONIS CITED AS

A HIGHLY EFFECTIVE TECHNOLOGY
STRATEGY FOR REDUCING THE RISK
CREATED BY DIFFICULTIES IN RETAINING
SKILLED EMPLOYEES

Architects, engineers and contractors who consider the
challenge of not retaining enough skilled employees to
be amajorrisk to their business(see page 35)were asked
about three ways to utilize technology to help mitigate
thisrisk. Those usingthem were also asked to rate their
effectiveness, fromineffective to very highly effective.

These three approaches, showninthe chart atright,
arethe same ones that were shown to those who are
concerned about the risk of finding new employees.
Theirresponsesare quite similar, both in the share using
eachandthe degree to which users consider them highly
effective approaches.

- The most widely used is upgrading existing technology to be
more attractive asanemployer, and about one third of those
whose company makes those upgrades consider this highly
effectivein helping themretainemployees.

- Nearly half of those whose company hasincreased automation
toreduce time needed for tasks consider thisan effective
way to mitigate the challenges they face retaining employees.
However, itisusedbylessthan 30% of the respondents
concernedabout this challenge, which suggeststhat thereis
anopportunity formore to benefit fromthisapproach.
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Utilization and Effectiveness of Technology Strategies to
Address the Risk of Not Retaining Enough Skilled Employees

According to Those Who Consider That Challenge a Risk to Their Business
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WORKFORCE RESILIENCE

Contribution of Technology Use to Employee Retention

THEMAJORITY OF ARCHITECTS AND ENGINEERS
BELIEVE THAT TECHNOLOGY USE AND DIGITAL
PROCESSES CONTRIBUTE TO EMPLOYEE RETENTION
Architects, engineersand contractors were asked torate
the degree to which technology use and digital processes
contribute toemployee retention on afive-point scale from
nonetoveryhigh, and the resultsare showninthe chart
atright. Inaddition, those who rated it high/very high are
shown below by their level of technology engagement.

Most architectsand engineers see at least amedium impact
ontheirretention efforts fromtheir technology deployment,
but contractorsare currently less certain. The chart

below makes clear, though, that those who have invested

in workflow automation and document access more
frequently reportahighimpact onretention than those who
have not.

Company’s Technology Usage and Digital Processes Make a High/Very High Contribution to Retaining Employees

Degree to Which Technology Use and Digital Processes
Contribute to Retaining Employees

By Type of Company

Architects VA 724/

Engineers [¥4 (L7

Contractors [BIVA 38% 42% 9%

®None ®|low ®Medium ®High/VeryHigh

By Level of Technology Engagement

High Degree of Little to No
Workflow Automation Workflow
(internal and project) Automation
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High Access to Documents
(Access at Least 80% of the Time)

Premier Partner: Egnyte

17%

14%

Moderate Access to Documents (Access Low Access

50% to 70% of the Time)

3% I

(Less Than 50% of the Time)
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Managing Market, Supply Chain and
Technology Risks

INTRODUCTION

This section explores three additional types of risks: market risks,
supply chainrisks and technology risks. The share who consider
specific aspects of those risks to have a majorimpact on their
company are shownin the chart below.

SmartMarket Brief

OTHER TOPICS ADDRESSED IN THIS SECTION

- MEANS OF ADDRESSING THESE RISKS: The utilization and effectiveness
of various meansto help address theserisks.

- TOPWAYSTOINCREASE BUSINESS RESILIENCE: Asummary of the
answerstoanopen-ended question asked of the respondentsabout the
bestwaystoincrease theresilience of their business.

Risks That Have a Major Impact on Their Company

SUPPLY

b-------- MARKET RISKS - ----- - - {-- CHAIN - |- ------cooo o TECHNOLOGY RISKS - - ---=-=-=---- :

68%

20%19% 5%  14%
%

Lack of Project Inability to Adapt Requlatory Supply Chain Technology Less Efficient Outdated Inability to
Diversification to Marketplace Changes Disruptions Incompatible or Not Older Technology Qualify for New
Changes Impacting Integrated With That Technology Projects Due to
Operations of Key Stakeholders Lack of Required

Technology

= Architects ® Engineers = Contractors
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MANAGING MARKET, SUPPLY CHAIN AND TECHNOLOGY RISKS

Minimize Market Risks

ENGINEERS ARE HIGHLY CONCERNED ABOUT
REGULATORY CHANGES AS A MARKET RISK
Asshowninthe chart onthe previous page, half of the
engineers cite concernabout regulatory changes. Itisalso
the top market concern for contractorsalthough only 22%
selectit.

- Lack of project diversificationisrelatively evenly divided between
architects, engineersand contractors.

- Architectsare more concerned about their ability to adapt to
marketplace changesthanare engineersor contractors.

MOST OF THE STRATEGIES DEPLOYED TO MANAGE MARKET
RISK ARE CONSIDERED AT LEAST MODERATELY EFFECTIVE
Those with concernabout market risks were asked if they use
any of the four strategies shownin the chartat upperrightto
addressthem. The chart at lowerright shows their rating of
relative effectiveness for the ones that they use.

- Hiringindividuals with experience in new marketsis widely used to
addresslack of project diversificationand the inability to adapt to
changesinthe marketplace.

- Upskilling current resourcesis alsowidely used for both of those
challenges, andisthe most widely used strategy to deal with
regulatory changes.

- Alarge percentage of those usingall four strategies consider them
atleast moderately effective, which suggests that the industry may
benefit frommore research toidentify growth marketsand more
exploration of mergers, acquisitionsandjointventures.

- Surprisingly, upskilling current resources also has the highest share
of userswhorateithigh/veryhigh, but fewer who rate it moderately
thanthe otheroptions.
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Means in Use to Minimize Market Risks
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= Explore Mergers/
Acquisitions/Joint
Ventures
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MANAGING MARKET, SUPPLY CHAIN AND TECHNOLOGY RISKS

Minimize Supply Chain Risks

MANY CONTRACTORS ARE CONCERNED
ABOUT THE IMPACT OF SUPPLY CHAIN
DISRUPTIONS ON THEIR BUSINESSES
Asthe charton page 40 shows, over two thirds

of contractors believe supply chain disruptions
can have amajorimpact ontheir business. Over
one third of architects agree, but engineersare
less concerned. Contractors bear the brunt of
rising costsinthe supply chain, and forarchitects,
such disruptions may cause poor substitutions or
disgruntled clients.

CONTRACTORS USE MULTIPLE STRATEGIES TO
MINIMIZE SUPPLY CHAIN DISRUPTION RISKS

A high share of architects and contractorsidentify
alternative sources for materials to minimize their
supply chaindisruption risks. Thisis clearly the top
strategy, anditisratedas highly effective by over
half of those who use it.

Raising prices to cover possible problemsand
turning down work is far more common among
contractors thanarchitects, but these also have the
lowest share who consider them at least moderately
effective at managing theserisks.

Contractors more frequently utilize the remaining
approaches, which makes sense since they are
directly responsible for getting materials to the
jobsites. Increasing the amount of inventory is
considered amoderately effective approach by
many, but tracking the location of materials during
deliveryisnoted by abigger share of users as highly/
very highly effective at addressing risk.
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Approaches Currently Taken to Minimize Disruption to Supply Chains

79%

T7%74%

|dentify Alternative Raise Prices to Track Location of Turn Down Work Increase
Sources for Cover Possible Materials During  Over Concerns That Amount of
Materials Problems Delivery Required Materials Inventory
Cannot Be Procured
Total ™ Architects ™ Contractors

Effectiveness of Approaches Used to Manage Supply Chain Risks

According Those Using Them

Identify Alternative Sources for Materials
Increase Amount of Inventory

Track Location of Materials During Delivery

Turn Down Work Over Concerns That
Required Materials Cannot Be Procured

Raise Prices to Cover Possible Problems

= Medium ® High/Very High
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MANAGING MARKET, SUPPLY CHAIN AND TECHNOLOGY RISKS

Minimize Technology Risks

THE MOST EFFECTIVE MEANS OF Means in Use to Minimize Technology Risks

MINIMIZING TECHNOLOGY RISKS
IS THE USE OF CLOUD-BASED
COLLABORATION SOLUTIONS

The charton page 40 shows that largely, only
amoderate share of architects, engineers and 51% 51% 55% 51% 53%
contractorsare concerned about technology risks
having a majorimpact on their businesses, with
fewerthan one quarter selecting any of these risks,
except the engineers, who are concerned about their
company using oldertechnology that is less efficient.

44% 44% 390,

However, as the chart at upperrightreveals,

many are nonethelessinvestingin upgrading their Technology That Older Technology Outdated Technology Inability to Qualify

technology to improve compatibility with stakeholder Does Not Integrateor ~ That Is Less Efficient (when compared with for New Projects Due

requirements and in using cloud-based collaboration Is Incompatible With competitors) to Lack of Required
. ) . That of Other Key Technology

solutions. This may suggest that, rather than adopting Stakeholders

these approachestoavoid negative outcomes

related to technology, the industry isembracing them = Replace Existing Technology =~ ® Use Cloud-Based = Foster a Culture of

because of the opportunities they provide. to Improve Compatibility With Collaboration Solutions Innovative Use of

Stakeholder Requirements Technology

Promisingly, though, the usersalso find them
effective at managing their technology risk, with Effectiveness of Approaches Used to Manage Technology Risks

nearly all giving medium or higher ratings. In
particular, cloud-based solutions are seen by over
half of those who use them as highly effective, a

According to Those Using Them

compellingargument for their use. Use Cloud-Based Collaboration Solutions
Thefindings also suggest that the industry has Replace Existing Technology to Improve
more to gain from fostering a culture of innovative Compatibility With Stakeholder Requirements
use of technology. Those who have done sorate Foster a Culture of Innovative
its effectiveness at mitigating risk very high, but it Use of Technology
clearlylagsinterms of implementation for many of

the technology challengesin the study. = Medium ® High/Very High
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Increase Business Resilience

2 AEC RESPONDENTS CONSIDER

% WORKFORCE, CLIENTS, TECHNOLOGY TOP WAYS RESPONDENTS INCREASE
= ANDBUSINESS PRACTICES AS

?é THE TOP WAYS TO INCREASE Sl alasialane:

THEIR BUSINESS RESILIENCE

The final question of the survey was an open-

ended prompt asking the architects, engineersand
contractorsto describe the top ways they increase their
businessresilience. Theirresponses were analyzed and
putinto the categories, showninthe ranked list at right.

Recruiting/Hiring/Retaining the Right Talent
Training/Education

Diversify Projects/Client Base

- Awell-skilled workforce is most frequently mentioned, either
throughrecruiting, hiring orretaining the right talent, or
through education of existing employees to make sure they
canfulfillwhatisrequired.

- Nextinimportanceishavingabroad-based market. In
addition, other market forcesinclude better evaluation of the
businesslandscape.

- Technology alsoranks highly asameanstoincrease the
resilience of their business. Improved cyber/data security
alsomadeitintothe top nineitems mentioned.

- Finally, thereisrecognition of the importance of having good
processesand practices. These include business factorslike
using good business practicesand how they select projects
and partners, and processes like improved communication
and collaboration.

Stay Abreast of New Technology and Keep Current
Adopt Better Business Practices

Improve Communication/Processes/Collaboration
Be Vigilant/Evaluate Business Landscape Better

Improved Cyber/Data Security

W O N OO 61 A DN -

Be More Selective in Project Decisions/Partners

Theirunprompted comments echo the rest of the
findings, and they provide an outline of the top areas
that companies should actively evaluate to gauge their
overallresilience.
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Methodology

The purpose of this study isto provide insight into the experiences and
perceptions of US architects, engineersand contractors regarding their data
resiliency and how itimpacts their business. Specific topicsinclude access to
project documentsand information, cybersecurity, the risks associated with
workforce challengesand the impacts of various businessrisks.

To examine this, an online survey was conducted from May 24 to July 3,
2023, among 279 architects, engineers and contractors. Respondents
were recruited using the Dodge Architect and Contractor Panelsand a
third-party fieldwork vendor.

PROFILE OF RESPONDENTS

Allrespondents had to be located inthe US and either be a senior manager,
directly involvedin projects, in HR/talent management, technology
management or finance/accounting at their company. In addition, they
had to meet anannual billings/project construction value revenue: $3
million for architects, engineers and specialty trade contractors, and $10
million for general contractors and construction managers.

Thereportincludesanalysis by the following groups:

- 79 Architects
- 43 Engineers(including those who work for companies that provide civil,
structural, MEP and environmental services)
- 157 Contractors
- 84 General Contractors/Construction Managers(Referred to as general
contractorsinthe analysis for the sake of brevity)
- 73 Specialty Trade Contractors

ANALYTICAL VARIABLES BY FIRM TYPE UTILIZED

A few analytical variables are used to consider the responses of architects
and contractors. The sample size of the engineers did not allow for further
divisions by these categories.

Premier Partner: Egnyte

SIZE OF COMPANY

- Architects by Annual Billings
- Small: Under S10M
- Midsize: S10M to under S50M
- Large: S50M or more
- Contractors by Annual Construction Value of Projects
- Small: Under S10M
- Midsize: S10M to under S100M
- Large: $S100Mor more

CONTRACTORS’ TYPE OF WORK

- Primarily engage in the construction of building projects(vertical construction):
123 respondents

- Primarily engage in nonbuilding projects(civil/horizontal construction): 33
respondents

LEVEL OF ENGAGEMENT WITH TECHNOLOGY
Two ways of looking at technology engagement are utilized in the analysis.

- Automation of Workflows

- High/Very High Levels of Automation of Project Workflows With External
Parties: 34% of allrespondents(37% of architects, 47% of engineers and 29% of
contractors)

- High/Very High Levels of Automation of Internal Workflows Between
Functions: 43% of allrespondents(49% of architects, 56% of engineers and
37% of contractors)

- Access toDocuments: For more information of theresponses thatinformthe
analysis by accessto documents, see page 10.
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