Agentic Al in SecOps

At the threshold of harnessing intelligent action
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Introduction

The cybersecurity challenge is vast, but most security operations (SecOps) teams are
not. The volume and variety of data gathered by security tools overwhelm those teams.
The human expertise needed to recognize, prioritize and respond to threats is in limited
supply, and it is often difficult to find, train and retain personnel. This leads to gaps in
threat detection, increased exposure to threat impact and the analyst fatigue that can
plague security organizations.

Our research reflects this reality. Nearly half of respondents to a recent 451 Research
SecOps survey say their security teams are unable to investigate more than 50% of
their security alerts on a typical day.

Figure 1: Proportion of SIEM/security analytics alerts that teams are
unable to investigate in a typical day
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Q. What percentage of SIEM/security analytics alerts are you unable to investigate in a typical day?
Base: Respondents currently using SIEM/security analytics, abbreviated fielding (n=243).
Source: 451 Research's Voice of the Enterprise: Information Security, SecOps 2024.

It's hardly surprising, then, that enterprises believe Al and machine learning (ML) could
enhance SecOps through more sophisticated threat recognition and rapid processing
of large data volumes. Recent advances in generative Al allow users to interact with
technology more naturally and integrate it into workflows. And Al is evolving beyond
assistance to take independent action with human oversight.

This emerging capability is "agentic” Al: Al empowered with the agency to reason,
decide, choose tools and act independently. It holds great potential for augmenting
the expertise of security teams, and we are only at the beginning of this evolution. To
use agentic Al effectively, security teams must be prepared to embrace it, mature in
its application and mitigate associated risks. They are not without allies in this quest,
however: Security technology providers are eager to enable these advances in their
products and make them useful to security organizations.
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The Take

Historically, automation relied on static rule-based systems, but advances in Al have equipped current models
with capabilities for assessing inputs, evaluating them against training and inference data, and producing useful
outputs. This has enabled emerging agentic Al to apply new skills that model dynamic reasoning, decision-making
and tool use to take initiative and act. In SecOps, this agentic functionality is complemented by advances in
security automation, which can be augmented by agents to significantly improve outcomes. Using agents to deal
with the high volume of detection telemetry and response tasks allows personnel to focus on the more complex
and nuanced security issues where human expertise has the greatest impact, such as understanding the human
gamesmanship that is necessary to respond to constantly emerging threats.

To succeed in security operations, agentic Al requires a solid foundation. While static rule-driven process
automation has proven effective, agentic Al introduces dynamic decision-making and action based on learning
and inputs. Although fully autonomous functionality may be the goal, human interaction will likely remain
necessary to ensure proper directions and outcomes as implementations mature.

Agentic Al also needs a responsive architecture that provides access to high-quality input data, which must often
be collected, normalized, integrated and managed across multiple security technology segments. It requires
tools that enable agents to act, such as agent-amenable APIs for specific inputs and outputs, and the memory to
maintain necessary context.

SecOps technology providers are developing such systems. Their aim is to harness innovation with advanced

Al models to improve threat detection and response while aligning with human objectives, leveraging human
expertise to guide and inform the technology, iteratively reviewing its insights and actions, and ensuring human
oversight and control.

Use cases

Previously, generative Al primarily focused on search, information synthesis and content
generation (hence the term “generative” Al). Although agentic Al has been a research
area for years, current trends can leverage recent innovations in generative technologies
such as reasoning, planning and accessing domain-specific external information storable
as memory. When combined with the ability to interface with tools and execute tasks,
actions can be determined less by static code and more by agents’ dynamic choices,
governed by policies. This evolution represents a progression toward increasing
autonomy, balanced with human interaction to ensure governance and alignment with
human objectives while allowing human expertise to flourish.

Agentic actions can be integrated into various workflows tailored to specific use cases
and objectives. In SecOps, we may see patterns resembling linear sequences, routing,

parallelism and orchestration. As agentic technology matures, additional patterns may
emerge, but these examples demonstrate the utility of such workflows in SecOps.
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Linear sequence

Alinear sequence is the most straightforward example.
It represents a process that can be broken down into
well-defined subtasks where a sequence of agents

can receive input, determine and take actions, and
produce output that is then used as input by the next
agent in sequence, continuing until an ultimate result is
achieved.

In threat investigation, for example:

— An agentreceives an alert and determines what
additional information is required.

— This output may be supplied to a subsequent agent
that is specialized in gathering specific information,
such as activity context or environment configuration
details.

— The next agent in the sequence, trained on policy,
determines the next appropriate steps.

— Successive agents in the sequence may isolate a
threat by reconfiguring the environment or opening
an incident case.

Humans may be engaged depending on the nature

and impact of workflow output, such as reviewing and
escalating findings, supervising outcomes for alignment
with objectives, alerting investigators of a case or
assigning an incident to an analyst or team.

In cases where actions are triggered by policy
thresholds, such as indicators of a denial-of-service
(DoS) attack, agents may autonomously engage high-
availability resources in the environment, adhering
to policy, which may include human confirmation and
supervision.
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Routing

In some SecOps workflows, certain tasks may reguire
specialized functionality or access to domain-specific
information handled by agents designed for that
purpose. Agents earlier in a workflow sequence can be
trained to identify such cases and delegate tasks to
specialized agents as appropriate.

Examples include:

- Specialized agents focused on particular threat
tactics or trained on content that associates tactics
with certain threat actors may enhance investigations
by providing crucial insight and potential correlations
with other investigations that may otherwise
go unrecognized. These agents may represent
capabilities offered by partners, such as threat
intelligence or incident response providers, adding
depth and reach to the investigation.

- Investigation and response may also require routing
tasks to agents with specialized expertise in certain
environments. This is often the case in operational
technology, where environment reconfiguration to
isolate an incident may require expertise in industry-
specific technology and unique functionality from
specific technology providers or original equipment
manufacturers. This specialization can complement
human insight, helping to prevent critical safety
issues and protect vital dependencies.

Parallelism

In some cases, workflows can incorporate parallel tasks.
When several tasks are similar, multiple agents can work
on multiple instances of the same or similar tasks to
accelerate the production of aggregate output.

— Assessment of vulnerabilities throughout an
environment is an example of this pattern. In
vulnerability assessment, various agents may
take different analytical approaches that surface
distinct findings. Human expertise combined with
decision-making agents may determine the best
distribution of such tasks based on factors such
as agent specialization. Aggregator agents may
assemble completed results that represent more
comprehensive findings with fewer coverage gaps.
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Orchestration

While routing tasks to individual agents can be straightforward, more complex
scenarios may require the coordination of multiple workflows, each involving several
agents. In these cases, supervisory agent functionality may play a more comprehensive
systems role.

- Investigations at scale offer an instructive illustration. The dynamic use of elastic
infrastructure to increase the number of agent workflows responding to complex
scenarios across software, networking, infrastructure and access control domains
— in concert with service provider workflows — supports the growing adoption of
agentic technology use cases.

In all cases, human oversight may be engaged to ensure that outcomes align with
expectations, enhance workflows with the insight that only human experts can provide
and address areas where agents have not yet been adapted.

Conclusion

In SecOps, the goal of agentic Al is to increase the effectiveness and efficiency of
threat recognition, response and mitigation. Agentic capability aims to complement
assistive generative Al with action-enabled functionality, blending evolving autonomy
with human expertise across diverse technology landscapes and threat tactics.

This journey has just begun, however. While agentic Al builds on previous security
automation and orchestration approaches to reduce human effort, it may require more
extensive computing resources to determine appropriate actions. It may take longer

to make dynamic determinations compared to traditional, deterministic software,

with actions measured in minutes rather than seconds. Regardless, exploring agentic
functionality as it develops is essential to determine where it yields the greatest
benefits, mature the technology and optimize its potential as we progress toward a
future in which agentic Al is likely to play an increasing role.

Understanding the real impact of autonomy provides a useful perspective. While
agentic Al may bring us closer to the ideal of autonomous security operations,
organizations will give up at least some control over details. Agentic functionality
means asking technology to dynamically produce and execute plans based on
information it has been given. This highlights the importance of human guidance and
influence over agentic actions. Regulations governing data privacy, for example, require
auditing, reviewing and validating agentic functionality in ways that Al may not be
equipped to incorporate without human involvement. Even when agentic functionality
adapts to new situations, it may still take unnecessary steps that humans can identify
and optimize. In return, organizations should realize outcomes that are at least
directionally correct, and in the process they will generate valuable knowledge.

Many organizations believe that their environments are not yet ready to embrace
this potential. For example, in a commissioned survey conducted by 451 Research,
respondents indicate that their top concern about adopting generative Al for SecOps
is that it would require a greater degree of technological maturity than they currently
possess, or think they can achieve.
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Figure 2: Top concerns about adopting generative Al for SecOps

Requires a greater degree of maturity
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Q:What are your greatest concerns about adopting generative Al for SecOps? Select all that apply.
Base: All respondents (n=606).
Source: S&P Global Market Intelligence 451 Research Security Operations custom survey, 2024.

This is one reason why SecOps technology vendors are investigating the potential

of agentic Al and plan to incorporate it into their offerings. They aim to ease and
accelerate adoption and support the growing maturity that will follow from experience.
Those building platforms to integrate data and architecture across multiple functions
have an imperative to build the necessary foundations. ldeally, they should offer
platforms that make it easier for organizations to tailor agentic functionality to their
specific needs and integrate it into existing workflows. This approach should optimize
the value of this new functionality without requiring SecOps teams to radically retrain
analyst behavior.

These developments are happening now, and security teams should investigate the
current blending of generative and agentic Al implementations in SecOps to better
understand how they can benefit from emerging innovations.

SentinelOne (NYSE:S) is a global leader in Al-powered cybersecurity, enabling
modern enterprises to protect, detect, and respond at machine speed. At the heart

A of our Al strategy is Purple Al-an advanced security analyst designed to help teams
s investigate threats, automate responses, and stay ahead of attackers. From real-
V time threat detection to intelligent automation, SentinelOne is redefining what's

possible with Al in cybersecurity.

SentinelOne

To learn more about SentinelOne and its Al-powered capabilities:
https://sl.ai/Alpowered
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